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1. EveryonePrint Overview

1.1 What is EveryonePrint?

EveryonePrint is a server based secure and mobile printing  solution that allows users to print
fromtheir wor kst at i laptopsRri 6 rotebooks , mobile devices and tablets with eas e, using
Web print, driver printing or email printing

Pt ST I Customer location/network — ------eemmmm e ;

] R S
/. J — ° ..) e 3 |
i Mail server =p

rint@company.com P
7 i ’ 0 EVERYONE
i S v Prin t Print server
5 a Web and Driver print A
b g — Web and Driver print

/

print@company.com
| /

| .
3

Web print Users can upload documents  to print via a Web portal , optionally with login
validation.

Driver print Users can print from within their programs and applications on workstations or
notebooks, with or without a driver installation, directly to the EveryonePrint

server, optionally with authentication.

Email print Users can send documents to print from mobile devices, by sending an email
with documents attached, to an email address configured for the purpose
EveryonePrint retrieves emails and processes to the relevant print queues,
optionally allowing for secure printing with login validation or privacy release
codes.

What printing methods are available to users, can be customized in the administration interface.

Print jobs can be held in secure private print clouds, until user walks up to their printer of choi ce
and re lease their print jobs, either by entering a private release code, login credentials, or by
card swipe.

EveryonePrint can be con figured for many different uses and different integration with existing
environment , so if in doubt about the best setup for yo ur organization, please contact support or
your local print solution specialist.
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1.2 Prerequisites and Requirements

The following are required for a successful EveryonePrint installation:

A A server with the following minimum specifications:

A

> >

>

>

0 Supported servers include: Windows 2003 Server SP2 (32 or 64 bit), Windows
2008 Server SP1 (32 or 64 bit) or Windows 2008 R2 Server (32 or 64 bit) or
newer

0 Recent generation server CPU processor, such as Intel Xeon 64 or equivalent
(see below for important note about perf or mance) . Desktop CPUD®Ss
recommended for production use.

o0 Minimum 1 GB free RAM memory (minimum 4 GB free RAM memory
recommended for higher volume processing)

o Minimum 5 GB free hard disk space for print job spooling and processing (10 GB
free disk sp ace recommended for higher volume processing)

o No anti - virus program monitoring or interrupting the EveryonePrint directories
For Microsoft Office document support, the following must be installed:

o0 Microsoft Office 2007 or Microsoft Office 2010 installed wi th minimum Word,
Excel and PowerPoint. As per Microsoft recommendation, Microsoft Office 64 - bit
is NOT supported at this time. Microsoft Office must be activated.

o Ifusing Office 2007 pre - SP2, Microsoft Office Add - in: Microsoft Save as PDF or
XPS must be i nstalled

For OpenOffice or LibreOffice document support (odt, ods, odp), OpenOffice 3. 3.0 or
later must be installed.  (LibreOffice and other OpenOffice variants are supported, but
install OpenOffice to support these OpenOffice document variants)

No proxy s erver interrupting local communication on the server (localhost/127.0.0.1)
A local administrative user
Internet Explorer Enhanced Security must be disabled for printing of Web addresses.

To use Pcounter authentication or retrieving Pcounter balances, the s erver on which
EveryonePrint is installed must have a valid Pcounter PRO license, and EveryonePrint
must connect to a Pcounter data server minimum version 2.54c with a valid Pcounter

PRO license. Pcounter Pro is not required if using LDAP authentication.

If using EveryonePrint with a print accounting solution, such as Pcounter, and the print

server is a Windows 2008, then EveryonePrint must be installed on the Windows 2008
print server for proper user print tracking. Alternatively use separate server workar ~ ound
as described in section 0.

If Email Print is enabled, the following are minimum specifications:

A POP3/IMAP (SSL or non - SSL) email account configured on a mail server to which users
can send email print jobs, for example print@yourcompany.com

An SMTP server for sending release code emails from EveryonePrint to the users email
address
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1.3 Important note about performance

EveryonePrint can be a resource demanding application, as users submit Office documents, and
EveryonePrint m ust convert these to print language very quickly for a good user experience. This
requires CPU and memory, since this print processing would previously take place on the client.

If EveryonePrint is expected to handle significant print volume, make sure tha t the server on
which the application is installed, has enough CPU and memory, since EveryonePrint now handles
many of the tasks that a client workstation would normally do.

1.4 Ports and protocols

Web interfaces and Web Print
EveryonePrint includes Web interf aces for administrator configuration, Web print upload and user
print release. Per default the following ports are used:

HTTP (non- SSL) TCP port 7290
HTTPS (SSL)  TCP port 9443

Driver Print
Printing to EveryonePrint via driver, is either through HTTP/HT TPS IPP printing protocol or the
LPD server for LPR print. Per default, the following ports are used:

IPP print TCP port 631
LPR print TCP port 515
Email Print

The EveryonePrint server will communicate with external mail servers on the network when
retrieving and sending emails. The ports used depend on the mail servers configuration, but
typical ports are:

POP3 non- SSL: TCP port 110
POP3 SSL: TCP port 995
IMAP non- SSL: TCP port 143
IMAP SSL: TCP port 993
SMTPnon-SSL TCP port 25

SMTP SSL TCP port 465

When EveryonePrint releases print jobs to Windows print queues, internal Windows printing
protocols are used, RPC, IPP, LPR etc, depending on the printers driver configuration.

1.5 Supported documents

The following document formats are supported via W eb and Email Print. All document formats
are supported under Driver Print.

File format Requirements

Pdf, html, htm, gif, png, jpg, tif No special requirements
doc, docx, xls, xlIsx, ppt, pptx, rtf, txt Requires Microsoft Office
odt, ods, odp Requires Op enOffice
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2. Quick Start Guide

The following section walks through a simple setup of EveryonePrint, with a user uploading a
document to print via the Web portal.

2.1 Installation Summary

These are the overall steps involved in setting up and configuring an Eve ryonePrint server.

Setup email account If email printing is to be used (optional), s tart by configuring the
pop3/imap email account to which users send their print jobs, for
example print@yourcompany.com

Prepare server Prepare the server on which to inst  all EveryonePrint, ensure that it
meets the minimum requirements for memory and disk space.

Prepare printers Prepare the printers on the server on which users should be able
to print
Install Microsoft Office Install Microsoft Office  (and required add - in if Office 2007 before
SP2)
Install and configure Run the installer, configure in EveryonePrint Admin, do a test print
EveryonePrint job to selected printers
If the server has been prepared, the basic EveryonePrint installation and configuration takes le SS

than 10 minutes.

2.2 Configure Email Account

An essential component in the mobile printing process with EveryonePrint, is the email account
to which users send emails with documents attached to print.

The EveryonePrint server supports POP3 and IMAP4 email accounts, either with or without SSL
encryption. There are no limitations to the mail servers supported, as long as they adhere to
standard POP3 or IMAP4 mail specifications.

Most enterprise email systems, such as Microsoft Exchange and Lotus Domino/Notes , fully
support IMAP email access and SMTP for sending emails.

Note that email printing is not required for EveryonePrint to function. The Email Print features
can be disabled, if the wishisto only use, for example, Web and Driver print.

If for some re ason you are unable to configure an email account, please contact EveryonePrint
support, and we can provide you with a temporary account on the EveryonePrint mail servers for
initial setup and demo purposes, such as your - company@everyoneprint.net
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2.3 Prepare printers on the server

If the server on which to install EveryonePrint is not already a print server containing printers,
install the relevant printers on the server

% Printers and Faxes

J File Edit VYiew Favorites Tools Help

| Qack » © ~ (¥ | P search [ Folders | (& ¥ X 9 | [~
J Address IC "2 Printers and Faxes

Name - | Documents l Status | Comments
|2 Add Printer

@f Adobe PDF 0 Ready

< BAO13 0 Ready

EveryonePrint can printto loc  ally installed printers  or local print queues which point to other
print servers with printing via LPR or using other printer ports . For printing to remote print
servers, see the section 11. Printing to remote print servers

There are no known limitations to the type of printer, driver or the communication protocol of
the printer. If you can print to the printer from Word without any special configuration with each
print job, then users printing via EveryonePrint , should be able to  print to it as well.
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2.4 Install Microsoft Office 2007 or Office 2010

An essential capability of EveryonePrint is the ability for users to send Office documents to print,
Word, Excel and PowerPoin tdocuments , from their computers or mobile devices.

In order for EveryonePrint to be able to convert these documents to print format, Office 2007 or
Office 2010 must be installed. If installing a version of Microsoft Office 2007 before Service Pack
2, t hen the Microsoft Office Add -1 nSave asPDForXPY must al so be installed.

section below.

2.4.1 Install Microsoft Office 2007 or Office 2010

The following section refers to Office 2007, but the same instructions apply to Office 2010.

First, insta Il Microsoft Office 2007  or 2010 with at least Word, Excel and PowerPoint. By default
all necessary programs are installed, but the installation can be customized to only install

programs to use . There is no need to install any other Office suite programs, such as OneNote,
Access or similar.

H Microsoft Office Enterprise 2007 x|

Installation Cptions | File Location I User Information I

Customize how Microsoft Office programs run

= |::, - | Microsoft Office

A = | Microsoft Office Access

= = | Microsoft Office Excel
% ~ | Micosoft Office Groove
iz Microsoft Office InfoPath
Microsoft Office OneMote
Microsoft Office Outlook
= Microsoft Office PowerPoint
[ Microsoft Office Publisher

3]
Py,

X
1

®
)

X
1

]
4}

X
1

®
I

3]
Py,

X
1

®
I

Microsoft Office Waord
= Office Shared Features
Office Tools

®
I

®
I

Viewer for Microsoft Office Visio drawings. Also necessary for Total space reguired on drive: 1242 MB
previewing Visio drawings in Microsoft Office Outlook. Space available on drive: 17399 MB

@

Install Now

If you customize the installation, make sure that Fonts and Additional TrueType Fonts  under
Office Shared Features are installed, for broadest font support.
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& ~* | Microsoft Office Word
B = = | Office Shared Features
&= = | Clip Organizer
& ~ | Converters and Filters
&= = | Digital Certificate for VBA Projects
= & ~ | Fonis
= = | Additional TrueType Fonts
&~ | Intermational Support

2.4.2 Open Microsoft Word

After installation it is necessary
prevent printing.

H9-43 ) Documentl - Microsoft Ward

| Home | Insert Page Layout. References Mailings Review  View

EVERYONE

Print

to open Microsoft Word, as it shows a dialog which will otherwise

e

j E] Calibri (Body)
—l
Pa_m ¥ B RPN IR I welcome to the 2007 Microsoft Office system

Clipboard

o -

| AaBbCcDe|| AaBbCcDe AaBbCi %

20| - Geroe
e |

(7]

Privacy Options

Get online Help

When you search for Help content, Office can download that content from Microsaft Office
Online,

Keep your system running
r ]

afile that problems
Office can download a file that helps track and solve crashes, hangs and system failures.

Downloading this file enables tools to solve major issues with Office installation.

Make Office better
™ Sign up for the Customer Experience Improvement Program
Office can collect anonymous statistics about stability problems, system configuration, and

features you use most frequently. This information is sent to Microsoft to help us improve
Office.

Read our privacy statement

Uncheck all Privacy Options.

A9 - v )+ Decumentt - Microsoft Word
.&, —
| Home | Insert References

Page Layout Mailings ~ Review  View

34 Find ~

2L Replace

L select ~
Editing

A

Change
Styles ~
IF)

& = B =oTe o= &
B .. | EEIEE n -[ax | = (49 | pspbene | aasbeenc AaBbC: =
R WP R R o to e 2007 Microsot ifcesystem 20| -
Clipboard ™= Fo
0 T | Sign up for Microsoft Update gg
|

Use Microsoft Update to help keep Office secure and up to date

Microsoft Update offers security and other impartant updates for Microsoft Windows and other
Microsoft products, including Office. Updates will be delivered automatically when they are
available for download, To change this setting later, in the Control Panel, double-click System, and
then dlick the Automatic Updates tab.

|@ " Download and install updates from Microsoft Update when available (recommended)

i @ [don'twantto use Microsoft Update;

See the Microsoft Update FAQ
Microsoft Update Privacy Statement

e

To avoid Office restarting and

Now exit and reopen Word. If Word
installation.

34 Find ~

2. Replace

ls Setect -
Editing

doing server reboots on its own, disable automatic update service.

opens to a blank page, you have completed the Office 2007
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2.4.3 Install Microsoft Office Add -in

If installing a version of Microsoft Office 2007 before SP2, i n addition to the basic Microsoft

Office 2007 install , it is necessary to install the  Microsoft Office add- in dMicrosoft Save as PDF or
XPS . T hi-is caalbedlownloaded directly from Microsofts Web site, via the following

address :

http://www.microsoft.com/downloads/details.aspx?FamilylD=4d951911 - 3e7e-4aeb-
b059 - a2e79ed87041&displaylang=en

If you cannot locate this required add - on, please contact EveryonePrint support, and we will
send alink to you.

Install this add - in after completing the Office 2007 installation, by running the downloaded file
SaveAsPDFandXPS.exe

This add - in is included with Office 2007 SP2 and Office 2010, so only needed for Office 2007
pre- SP2.
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2.5 Install OpenOffice 3.x

Installing OpenOffice is  optional, it is only needed if there should be OpenOffice document
support in EveryonePrint.

Microsoft Office 2007 SP2 introduced basic support for OpenOffice documents ( odt, ods and
odp ), but for accurate conversion of OpenOffice documents, and if OpenOf fice document
support generally is desired, it is highly recommended that OpenOffice 3. 3.0 or later is installed.

251 Installing OpenOffice 3. 3.0

It is recommended to install the standard version of OpenOffice which includes JRE (Java Runtime
Engine). Filenam e of downloaded installer file is for example: 000_3.3.0_Win_x86_install -
WJRE_en US.exe. Make sure the installation is done as a local administrator user.

During installation, choose ~ Custom setup type.

ﬁ§ OpenOffice.org 3.2 - Installation Wizard ‘ x|
Setup Type -~
— .
Choose the setup type that best suits your needs. OpenOfficeorg

Please select a setup type.

" Complete

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Openoffice.org 2.2

< Back I Mext > I Cancel

Under OpenOffice Program Modules , select to insta Il only Writer, Calc and Impress.
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i?,? OpenOffice.org 3.2 - Installation Wizard . x|
Custom Setup =
—

Select the program features you want installed. OpenOfficecrg

Click on an icon in the list below to change how a feature is installed.

=Feature Description;
List of all installable
OpenOffice.org modules.

& OpenOffice.org Program Modules
- (3 v | OpenOffice.org Writer
- &3 ~ | OpenOffice.org Calc
-+ ¥ | OpenOffice.org Draw

(=3 ~ | OpenOffice.org Impress

s ¥+ | OpenOffice.org Base This feature requires OKB on
...... X~ | OpenOffice.org Math your hard drive. It has 3 of 6

subfeatures selected. The
subfeatures require 17MB on
your hard drive.

Qv| Optional Components

Install to:

C:\Program Files\, Change... |

Openoffice.org 2,2

Help Space l < Back I Mext > I Cancel I

Under Optional Components scroll to the bottom and for the component Quickstarter , choose
This feature will not be available , so the Quickstarter is not installed.

{i& OpenOffice.org 3.2 - Installation Wizard ) x|
Custom Setup -
—
Select the program features you want installed, OpenOfficecrg

Click on an icon in the list below to change how a feature is installed,

"% | %5LT Sample Filters _‘_I [FFeature D'escnphon:
i Le gacy Fiters Loads basic components on
_ ] system start to accelerate start
~ &3~ | Python-UNO Bridge up time of OpenOffice.org 3.2.

o (=3 + | Online Update
-~ ¥ | Mobile Device Filters

e X v | ActiveX Control This feature requires OKB on
- =3~ | Windows Explorer Extension your hard drive.
b SR} Quickstarter =
4 | This feature will be installed on local hard drive.
Install to: (=J8 This feature, and all subfeatures, will be installed on local hard drive.

X This feature will not be available.

Openoffice.org 3,2

Help | Space < Back I Mext = I Cancel
Continue the rest of the installation with defaul t settings.

These are installed with the standard installation. Other OpenOffice programs are not supported
and therefore not needed, but can be installed.
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25.2 Open Writer

After installation it is necessary to open OpenOffice Writer, as a dialog is shown on f irst launch,
which will otherwise prevent proper conversion.

& welcome to OpenOffice.org 3.2 =0 x|

Steps Online Update

1. Welcome OpenOffice.org searches automatically at reqular intervals for new versions.
In doing so online update does not transfer personal data.

2. UUser name As soon as a new version is available, you will be notified.

3. Online Update You can configure this feature at Tools { Options... / OpenOffice.org / Online
Update.

4, Registration

<<Back [ mext>> | B Cancel

During the setup wizard, uncheck the option Check for updates automatically and choose to not

register.
& Welcome to OpenOffice.org 3.2 = |CJ|_>_(_|
Steps OpenOffice.org Registration
1. Welcome You now have the opportunity to support and contribute to the fastest growing
open source community in the world.
2. User name
Help us prove that OpenOffice.org has already gained significant market share
3. Online Update by registering.
Registering is voluntary and without obligation.
" I want to register now
(" Iwant to register later
We hope you enjoy working with OpenOffice.org,
To exit the wizard, click 'Finish'.
<< Back Next >3 I Finish I Cancel
Now open and close OpenOffice. Thenre - open OpenOffice Writer and the following di alog will
show.
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Improvement Program

We invite you to join our OpenOffice.org Improvement Program to help
optimize the quality of OpenOffice.org.

If you are willing to participate, we will collect anonymous statistics about how
you use OpenOffice.org. The data is used to identify usage patterns.

The OpenOffice.org Improvement Program will not collect any personal data,
or document content,

" ¥es, I am willing to participate in the OpenOffice.org Improvement Program
(% o, I do not wish to participate:

Choose No, | do not wish to participate and click OK, and OpenOffice will open. Close and the
installation of OpenOffice is complete.

2.6 Installing EveryonePrint

Before running the EveryonePrint  installer, make sure that you are logged on as local
administrator

Install EveryonePrint by running the installer EveryonePrintSetup.exe. The installer will let you
select destination directory, start menu name and other similar basic settings. EveryonePrint will
install by defaultin c: \ Program F iles\ EveryonePrint or equivalent for localized versions of
Windows.

At the |l ast screen of the installer, youdre presente:

',inEL Setup - EveryonePrinkt ;Iglil

Completing the EveryonePrint
Setup Wizard

Setup has finished installing EveryonePrint on your computer,
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

130 ko Services bo configure EveryonePrink Web service §
|V i
jogon account

W oOpen EveryonePrink Admin for configuration

= Back I Einish I

EveryonePrint is installed as a Windows service, and automatically starts with Windows.
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For EveryonePrint to successfully convert documents and print, the EveryonePrint Web service in

Windows Services must be logged on as a user with  local administrative rights . You can open

Wi ndows Services by checking the 0Go to Serviceso in
_Mame / |Description IStatus |Startup Type ILog On As I il

% Distributed Transac... Coord EveryonePrint Web service Properties {Local Compul

84DNS Client Resols

%Error Reporting Ser... Collec! General LogOn IRecovelyI Dependencies[

%Event Log Enable

%EveryonePrint Data... The d¢ Logon as:

%EveryonePrint Web... TheW " |ocal System account

%aFile Replication Allows ™| &llow service to interact with desktop

%Help and Support Enable

SRaHTTP 55L Thisse % This account: lAdministrator Bro
%Human Interface D... Enable

84 IMAPI CD-Burning ... Manac Password: [sessesesccccecs

%Indexing Service Index:
%Intersite Messaging  Enable

B vmrrm i Al

Confirm password: Ioooooooo.oooooo

Make surethat youdr e using a | ocal admi ni st r a‘tAdmirgstratos e r . It
specifically, but a local user account which is member of Administrators group.

Only the EveryonePrint Web service should be started as local administrator. Other EveryonePr int
Wi ndows services such as OEveryonePrint Data servicef
run as LocalSystem.
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2.7 EveryonePrint Admin

2.7.1

2.7.2

To configure EveryonePrint start the EveryonePrint Admin from the shortcut either in the
Windows start menu, the d  esktop icon or by entering the URL for the admin interface:

http://127.0.0.1:7290/admin or https://localhost: 9443 /admin

/2 EveryonePrint - Admin Login - Windows Internet Explorer 1Ol x|
e v | 8] httpei127.0.0.1:7290/adminlogincimedest=index, cima: Eli#2 [ ] fooae £
SF % @ EveryonePrint - Admin Login | | J fy - B - o= v | page - (CFTook

s EVERYONE
ﬁ -
v Print
To sign in, please enter your username and password below.
Username: [admin
Password: [see
EveryonePrint 0.9.0 & 2003-2010 Next Print Solutions ApS
[T [ [ 3 memet 0% v g

Access EveryonePrint Admin remotely

The admin interface can be accessed remotely from any client with access to the IP address of

the computer hosting the EveryonePrint service, through the URL: http://{server - ip}: 7290 where
{server-ip} is the IP address of the server, or https://{server - ip}: 944 3, if the network and firewall
configuration permits it.

Default EveryonePrint Admin login

The default username and password for the EveryonePrint Admin is:

Username: admin
Password: eop

It is strongly recommended to change this password afte rlogging on, by goingto  Administrator
Login in the Settings section.
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2.8 Adding Printers to EveryonePrint

A server on which EveryonePrint is installed may contain many printers that

used in EveryonePrint. It is therefore necessary to add the printer
via the admin interface .

may or may not be
s to be used in EveryonePrint,

% Printers and Faxes

J File Edit View Favorites Tools Help

J,J Back v &) ¥ ? | pSearch " Folders | & I X !)| (=]~

| Address | Printers and Faxes

Name = I Documents l Status I Comments
@Add Printer

¥ adobe POF 0 Ready

2 BAO13 0 Ready

Go to Devices in the admin site. If no printers have been added previously, it will automatically
show t heNewRel\di ce6 page.

Import All Printers from Server

New Printer Details
Printer ID: I

{Leave Printer ID blank and an ID will be created automatically)

Printer Description: I

Output Printer: | iselect printery =

[T send atest print to printer after adding

Add New Printer

Click ol mport Al Printers fralprinterethatexist onthe servearort o mat i c

which EveryonePrint is installed. Imported printers can be changed or removed at any time

afterwards, if any adjustments are necessary later .

A printer can also be added manually for more control.

New Printer Details

Printer I0:

[172.18.1.200

(Leave Printer ID blank and an ID will be created autormatically)

Printer Description: IEILIiII:Iing A, Office 1.3

Dutput Printer: I BAOT3 j

W send atest print to printer after adding

Add New Printer

Printer ID A unique identifier for the printer. Can be a number, serial

number, IP address or similar.
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Important: If using EveryonePrint with release terminals,

make sure the Printer ID is as defined by the release

terminal supplier , for example the output device IP
address .

Printer Description A user friendly description of the device , to identify the
printer to the end user

Output Printer The corresponding Windows print queue as installed on
the EveryonePrint server.

Check the box Send a test print to sen d a tes t print job from the EveryonePrint application after
adding the printer, useful for verifying the configuration of the device.

2.9 Access user Web portal and do simple test print

To complete a simple test print, a  ccess the user Web portal (covered in detail la ter in this guide),
by going to  http://127.0.0.1:7290

~A \ EVERYONE
9 Print

To sign in, please enter your username and password below.

Username I:m\-‘hin[:
Password. |unuun
Login

You will be presented with a login screen. Enter any username and password, no validation of the
entered login takes place , if no authentication has been conf  igured in EveryonePrint Admin - >
Settngs - > User Authentication

From the main My Print Jobs page, upload a simple text document.

My Print Jobs

Upload Document To Print

] Browse.. |
Supported documents include Microsoft Office, OpenOffice, RTF and
PDF. For other formats, use Driver Prinmt.

The document will be processed and once complete, a list of the available printers will be shown.
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Date {Time Filename Pages Status refresh @

7i16/108:25 PM = Test Page 1 Awaiting release
| To print this job, select a printer below:

Building &, office 11.3 I'- Advanced ‘
Building &, office 3.3 |l_ Advanced ‘

Release to a print er and confirm the output
You have successfully completed the basic EveryonePrint installation!

Please see the next sections for configuring the EveryonePrint server further, with  user
authentication, printing behavior, additional print methods  and so o n.
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3. Configuring EveryonePrint

The following section covers the configuration screens in EveryonePrint Admin.

3.1 Dashboard with statistics

The Dashboard is an overall view of completed print job usage and activity in the EveryonePrint

system.
Dashboard From [1712010 103082010 | [apply ‘
Print Activity 01 January 2010 - 30 September 2010
A A Ao A s M AA A AN
200 ~
100
0
Overall Usage @ Oriver @ Email @ Web
Devices 12 Users 2446

Print jobs 86245 Pages 685675

Top 5 Devices

17,500 Device Users Jobs Pages
15,000 Printer A 2277 17313 136446

12,500 Printer& 2266 17108 136961

10,000 Printer L 1904 10552 84515
7,500 Printer C 1901 10489 82694
5,000 Printer D 1898 10443 82890

2,500

Print  Print Print  Print  Print
erA erB el erC erD

Select a repo rting date range for the dashboard by selecting the date from and date to fields,
and clicking Apply .

Frorm |1I1QD1D to [30/9/2010 applyl ‘

(4] January 2010 [+]

0 September 201(

Mo Tu We Th Fr Sa Su

1 2 E)

4 Ej 5] 7 2 =] ]
11 12 13| 14| 15| | 16| 17
12 19 20|21 22| 23| 24
25|26 2728|2930 31
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The number of pages reported in the Dashboard does not reflect the accurate printed output on

ained in the document, not the actual

output. For accurate output tracking, use EveryonePrint together with a print accounting system.

3.2 EveryonePrint Monitor

The Monitor in the admin shows recent print

useful for verifying the status of certain print jobs or just monitoring activity.

Print Job Monitor
Last 20 Print Jobs

Date {Time Source User
7{14{109:58 AM Web j.smith
71410 9:57 AM Web jane.doe
7{14{109:48 AM Web alex
711410 9:47 AM Web bob
7{14{109:10 AM Web andrew
Z{13/108:33PM Web thomas
7{13{10 8:32 PM Web john
Z{134107:14PM Driver jane

jobs and email activity

Filename Status
important document.docx Printed
pricing table.xIs Printed
Nice presentation.pdf Printed
Sales Proposal.pdf Printed
Contract X.doc Printed
important document.docx Printed

pricing table.xls

Nice presentation.pdf

in the EveryonePrint server,

Awaiting release

Awaiting release

If the card server service is enabled, the Monitor will also show recent active card swipes.

Active Recent Card Swipes

Date JTime Device
1023711 12:42 P MFRO2
1023711 12:47 P MFRO2

| f an unknown <car
an actual username.

d

has

CardID Username

b4a1 7fa00ef - unknown -

Afhe416b7 8 Jjohnsrnith

been swiped, c kiatethatcarthveith 0 unk n o

If a user logs out on the release terminal, the relevant card swipes sessions are cleared from the

Monitor.

3.3 Licensing

In EveryonePrint Admin and General Settings, are overall application settings for EveryonePrint.

EveryonePrint installs with a 60 day trial license. A

most print/copy manufacturers, resellers and print solution providers

EveryonePrint .

Licensing
Server name: LAEZ00BR264-1
Server ID: 4102-A770-DEEF

Current license: Evaluation (expires in 46

days)

License key: I

License keys are unique to the particul

n EveryonePrint license can be purchased from

worldwide or by contacting

ar server where EveryonePrint is installed. If the server

where EveryonePrint is installed is renamed or changed significantly, a new license key must be

EveryonePrint Installation and Configuration Guide 2011.
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issued. Changes to server which will trigger a new license key requirement include CPU or

primary MAC address changes.

To obtain a license key, supply your EveryonePrint representative with the Server name and
Server ID.

For a new license to take effect, it is necessary to restart the EveryonePrint Web service after
saving a new license key in the Settin  gs page.

A license for EveryonePrint gives access to a specific edition of EveryonePrint, either

EveryonePrint Secure or EveryonePrint Connect. A license for Connect cannot be used with Secure
edition, and vice versa. See section 3.4 Choose EveryonePrint Edjtion for more information about
editions.

3.4 Choose EveryonePrint Edition

An important setting in EveryonePrint, is the selection of edition. EveryonePrint can be used i n
many different environments and configuration s depending on customer needs. This setting
turns on and off features relevant to overall configurations:

- If EveryonePrint is used as a standalone secur e and mobile print solution, or
- If EveryonePrintis an a dd- on to a print accounting solution.

Depending on the choice, different features only relevant for that type of configuration are
enabled.

EveryonePrint Edition Configuration

Choose the configuration below which is most relevant for this installation. Depending on the
selection below, different features will be enabled.

. EveryonePrint Secure - 5tandalone Everyone is installed standalone without a print
accounting solution

lc EveryonePrint Connect - Add-on to accounting EveryonePrint is installed as an add-on to
a print accounting or print management solution

Choose the print accounting solution to enable specific additional features:
C Prounter print accounting solution

* Oher print accounting solution

If choosing standalone the following extra features are available

1. Private print cloud print queues
2. Device e mbedded software release terminals
3. Network card reader support

If choosing add - on to print accounting and Pcounter solution, the following extra features are
available:

1. Pcounter authentication
2. Create Pcounter Users from Web interface
3. Show Pcounter bala nce in Web interface
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EveryonePrint Secure standalone cannot technically be used with print accounting systems. To
use EveryonePrint with a print accounting solution, choose the EveryonePrint Connect edition.

3.5 Logging and Troubleshooting
All errors and other information from EveryonePrint are logged to the central EveryonePrint log

ceopapp _yyyy_mm_dd.logé | ocat ed b y\PohgdmaFikes tEveryaneRrint\logs

Other EveryonePrint components, such as the built - in IPP print server also creates log filesint  he

\ logs directory.

Debug Logging
Enable debug logging for very detailed log if requested by support for troubleshooting. Please note
that enabling debug logging, will create substantially larger log files. Use only if necessary.

Enable debug legging: INC| "I

For troubleshooting, enable O0Debug Loggingd6 in the E

generated become very detailed with all activity in the EveryonePrint server.

Do not use debug logging  in production unless necessary for troubleshooting , as debug logging

can create very large log files.

3.6 Document Support
By default EveryonePrint is configured to only support PDF file formats, so if Microsoft Office
and/or OpenOffice is installed, enable additional document support by chec king the respective

buttons, and save.

Document Support
Check each box below after each application has been installed on the server. Formats are not
supported until each supparting application has been installed.

¥ Microsoft Office 2007 with “Save as FOF or XPS" add-in or Microsoft Office 2010

7 QpenOffice 3.3 {or later)

Enabling these options without first installing the supporting application (MS Office or
OpenOffice) will result in conversion errors. You can install MS Office and OpenOffice and enable

additional document suppor  t at any time, including after installing EveryonePrint.

3.7 Application Settings

When EveryonePrint is configured in a privacy mode, prints are held in EveryonePrint until
release. Adjust the timeout for when unreleased jobs are cleaned up and auto deleted. D

value is 1440 minutes (24 hours).

efault

Application Settings
How long jobs are kept as "awaiting release" before being deleted: |144D minutes
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3.8 Languages and Location

EveryonePrint support multiple languages and locale for displaying dates and numbers in local
formats.

Web Interface Languages

Choose the languages that should be available in the EveryonePrint Web interfaces.

M Dansk V' English v Frangais

Select the languages that should be available to use for users. Selected languages will appear in
the top navigation of the user interfaces.

Logout mm =5 0N

bs WebPrint Driver Print My Printers

Choose the default language that appears, and the language used in email responses sent from
EveryonePrint, such as emails containing release codes and similar.

Default Language And Email Language

Choose the default language shown in Web interfaces at first, and what language should be used in
email responses sent from EveryonePrint.

T Dansk @ English c Frangais

Select the locale determinin g how numbers and dates should be formatted relevant to your

location.
Locale
Locale deterrmines currency, number and date formatting.
| English (UK) =]
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3.9 Printing and Security

The Printing and Security screen  contains the primary settings that determine the overall printing
behavior of EveryonePrint. Decide here how EveryonePrint wil | behave when a user sends an
email print job, whether a user can print with or without authentication, and so on.

There are 2 overall modes for Printing and Security, where one keeps prints in EveryonePrint until
theydore rel eased ( Ptherveleasgs prihtsion prg , - sedented prininqoeue
immediately following processing (Direct Print).

Please note that changing Printing and Security mode changes how EveryonePrint features work,
so if you for example use Driver Print in one mode, but then change mode, the Driver Print
configuration changes, and it is therefore necessary to add your Driver Print printer again.

Privacy Print Privacy print is used if users print jobs should be stored in EveryonePrint until
the user releases the print, either in one of the EveryonePrint Web interfaces or
on a release terminal dedicated to EveryonePrint.

Privacy Print (Prints Are Held In EveryonePrint Until Release)

O Privacy with Release Code - What this means?
e Web print - User sees release code on screen

e Driver print - User supplies release code in printer configuration

e Email Print - User gets email reply with release code

" Privacy with Authentication - What this means?
e Web print - Users must logon Web portal to upload print jobs
e Driver print - Users supplies authentication information in printer configuration

e Ermail print - Users must logon and associate email address with username

Privacy Print has 2 modes:

Privacy with Release Code
When this mode is selected, users can print without authentication via Web,
driver and email.

Web Print in Privacy with Release Code:

Users can access the Web print interface without having to log on. A release
code is shown on screen. Users can either release jobs to print in the Web
interface, or enter the release code on a supported release terminal.

Driver Print in Privacy with Release Code:

Users add a printer to their computer which is preconfigured with a fixed release
code, they can use to release print jobs | either in the EveryonePrint release Web
interface, or on a supported release terminal.

Email Print in Privacy with Release Code:

When a user has sent documents to print via email to EveryonePrint, the user will
get a reply email from the system, with a release code for the job, to use for
release either in EveryonePrint release Web interfac e or on a release terminal.
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Privacy with Authentication:

When this mode is selected, users must enter a username and password to print,
which is authenticated as per the settings in the User Authentication screen.

Web Print in Privacy with Authentication

Users log on the user Web printing portal and upload their documents to print,
which are stored in EveryonePrint. The user can release using the Web interface,
or by authenticating at a release terminal.

Driver Print in Privacy with Authentication:

Users add a printer to their computer which will be configured in such a way
that authentication details are sent with the print job. Users can release print
jobs sent via Driver Print, either by logging on to the Web interface or by
authenticating at a releas e terminal.

Email Print in Privacy with Authentication:

Users send documents to print as attachments in an email, which are picked up

by EveryonePrint. The first time a user sends an email print job, they are asked

to authenticate with their username and password. After successful
authentication, the users email address is associated with their username, and

all subsequent jobs from that address are processed without delay. A user can

have an unlimited number of associated email addresses, which means a us er
can print from an employee device and from home etc. Users can release print

sent via Email Print, either by logging on to the Web interface or by

authenticating at a release terminal.

Direct Print The Direct Print mode is used  if an external secure pr inting solution is used or if
print jobs should be printed directly immediately , either anonymously or with
authentication

Direct Print (Prints Are Sent To Print Queue Immediately)

Print jobs are released immediately to the selected print queue below. Use this option if an external
secure printing solution is used or if print jobs should be printed directly immediately.

Print queue for direct print: | Secure Pull Print Queve ¥ |

' Direct with No Authentication - What this means?

e Web print - Any user can access the Web print portal and upload documents to
print. Owner of the job is IP address of client sending job

e Driver print - All users can print via driver. Prints are released directly to selected
queue. Owner is sending computers username or [P address

e Email Print - All email print jobs are directly released to specific queue. Owner of
the job is the email address of sending user

' Direct with Authentication - What this means?
e Web print - Users must logon Web portal to upload print jobs.

e Driver print - Users supplies authentication information in printer configuration

® Ermail print - Users must logon and associate email address with username

Driver Print has 2 modes:

Direct with No Authentication:
This is the most direct and open configuration setting. Any user ca n send print
jobs, and they are released automatically to the selected print queue.
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Web Print with Direct with No Authentication:

Users can access the Web Print portal and upload a document to print. It is

immediately released to the printer selected in the EveryonePrint Admin by

administrators. The owner of the print job in the print queue, is the users
sending IP address.

Driver Print with Direct with No Authentication:

Users provide no special authentication information when sending print jobs via
Driver Print. Prints are released  to the preselected print queue automatically.
The owner of the job in the queue, is the username of the sending clients
computer, if available, otherwise the sending users IP address.

Email Print with Direct with No Authe  ntication:

Any user can send an email with documents attached to print. The processed
jobs are released immediately to the preselected print queue. The owner of the
job in the print queue, is the users email address.

Direct with Authentication:

The Direct with Authentication mode is used primarily if an external secure print
accounting system, such as Pcounter, is conf i
pull - queue. Users authenticate to print, and prints sent via EveryonePrint are

released directly into th  is external print queue, from where users can release

using, for example, Pcounter release terminals.

Web Print in Privacy with Authentication:
Users log on the user Web printing portal and upload their documents to print.
Print job is released directlyt o preselected queue.

Driver Print in Privacy with Authentication:

Users add a printer to their computer which will be configured in such a way
that authentication details are sent with the print job. Print job is released
directly to preselected queue.

Email Print in Privacy with Authentication:

Users send documents to print as attachments in an email, which are picked up
by EveryonePrint. The first time a user sends an email print job, they are asked
to authenticate with their username and password. Aft er successful
authentication, the users email address is associated with their username, and
all subsequent jobs from that address are processed without delay. A user can
have an unlimited number of associated email addresses, which means a user
can print from an employee device and from home etc. Print jobs received via
email in this mode are released directly to preselected queue.
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3.10 User Authentication

If Printing and Security is set to either Privacy with Authentication  or Direct with Authentication |,
the n the actual authentication method, how user logins are validated, is configured in the User
Authentication screen.  If a different Printing and Security mode is used, then settings in the User
Authentication screen  are ignored.

Per default no authenticati  on method is chosen, which means that any entered username and
password is accepted as valid. This is useful for initial setup and testing, but should not be used
in production.

EveryonePrint supports Authentication via LDAP, which includes Windows Active Directory, or
Pcounter authentication.

3.10.1 LDAP Authentication

Enter the details for the LDAP authentication server, including a test username and password of a
valid user account in the LDAP, and click  Save and Test to verify the configuration

* Authentication via LDAP - Users enter username and password which is authenticated
against the LDAP server below.

LDAP Server IPfhostname: Idl:1
LDAP Server port: S'I 289 (default 389 for non-55L and 636 for
L

Start search DN: IOU:Students,DC:universib;,DC:lncal

Field containing username: |sAMAccnuntName
Typically "sAMAccountMame" or "cn” (without the
quotes)

Field containing ernail address: Ima"

Field containing card ID: Iph‘,"SiCS|DE|iVBWOmCBNamE

User object class: Iuaer

Field containing users device group I
names (leave blank if not used):

LDAP administrator username: I administrator@universitylocal

LDAP administrator password: quuuu

You can test the entered LDAP settings by entering a login for a normal user below.

Test username: Istudenﬂ
Test password: quuou
Save and Test
A highly recommended tool for identifying proper LDAP settings to use, is LDAP Browser 2.6 ,

which can be downloaded for free via http://www.ldapadministrator.com

EveryonePrint Installation and Configuration Guide 2011. 12.11 Page 29 of 95


http://www.ldapadministrator.com/

-3 EVERYONE
% Print
Changes saved successfully.

Authentication test using test user account failed. Error details: General Runtime
Error javax naming.CommunicationException: 10.1.0.14:389 [Root exception is
java net. ConnectException: Connection timed out: connect]; ROOT
CAUSE=Connection timed out: connect

If test authentication fails, an error message w ill be shown. See common LDAP error codes and
typical causes in the Troubleshooting Tips section of this guide.
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3.10.2 Pcounter Authentication

EveryonePrint supports authentication against the print and copy accounting solution, Pcounter
(www.pcounter.com ). To use Pcounter authentication, the server on which EveryonePrint is
installed, must be a registered Pcounter PRO license.

Configure the connection from EveryonePrint to Pcounter via the Windows start menu ->
EveryonePrint - > Configure Pcounter Connection.

% Pcounter accounting configuration 2lx|

@ Configure | 0 Advanced settingsl

DLL wersion: 03.11.2010

* Prounter data

Drata server name: I 14192,168.0.125

‘windows services using this DLL should be running
on the Pcounter data server.

0 or later)

Login name: I Adrministratar

Password: I ek

suppaork

™| Wse Wowell eBireckary: authentication

= Ackive Directrory suppart

T numbet attribute: I Test

FIN numiber atbribute: I

Beqim directory searches at:

| E
| [=

I~ | Check database if directory ookup Fails

QK | Cancel | Help |

Enter the path to the Pcounter data server, or click the icon on the right, to
browse the network for the data server. Click OK to save.

¥ Authentication via Pcounter - Users enter username and password which is authenticated
against Pcounter. If this option is enabled, make sure you have configured the Pcounter
connection via the Windows start menu -> EveryonePrint -> Configure Pcounter Connection

You can test the Pcounter connect by entering a login for a normal user below.

Test username: Ijohn
Test password: loooo
Save and Test
In EveryonePrint Admin verify the authentication to Pcounter using a use rname or password of a
test user.

If test authentication fails, an error message will be shown. See common Pcounter error codes
and typical causes in the Troubleshooting Tips section of this guide.
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3.10.3 Pcounter Guest User self - sign up

If using Pcounter for au thentication, and if in an environment where users should be able to
create guest accounts, which exist only internally in Pcounter, then enable the Pcounter Guest
Users Self- Signup feature.

H> Sy =
“’ EVERYONE
=
% Print
Welcome to the University student and guest printing system
® Students, login with your University username and password
* Non University Students/Guests, login using guest account or create account
University Students: Non Students/Visitors:
Login using your University username and Login using your existing guest acocunt, or create a
password. new guest account below.

Please enter your login below, if you have an existing account. If you do not have an
account, you can create one by selecting the option below.

© already have an account, login below:

Username:
Password:

| do not have an account vet, | would like to create one.

Users created via the Web portal are created in the internal Pcounter Users database. If an Active
Directory exist, both AD and Pcounter Users can authenticate side by side.

Pcounter Guest Users Self-Signup

Enable the guest users feature, to allow any user accessing the EveryonePrint Web interface, to
create a Pcounter Users account.

This feature requires that Authentication via Pcounter has been selected and
configured successfully.

V' Enable guest user account creation
Login Create Method

" Auto
A numeric username and password is assigned to the user. This option is useful, if release
terminals with a numeric keypad are used.

V' Set the created numeric username and password as ID and PIN in Pcounter

# Manual
Let users select their own username and password.

Optional Settings

¥ Users must enter their email address to create an account

V' Users must re-type their email address, to reduce the chance of email address
mistyping

v Set the users email address as "Full name" in the Pcounter Users database
(recommended that this is enabled)

V' Send awelcome email to the user with the created username and password
Outgoing mail settings must be configured for welcome email to be sent
successfully.
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3.11 User Web Portal Configuration

A central interface in EveryonePrint is the Web portal, where end users will go to upload

documents to print  via Web Print, see instructions for how to use Driver Print and guide for Email
Print.

LogOut Help Si2

~A \ EVERYONE
<® Print

MyPrint Jobs WebPrint  Driver Print Email Print My Printers

My Print Jobs

Upload Document To Print

I Browse...

Supported documents include Microsoft Office, OpenOffice, RTF and Next
PDF. For other formats, use Driver Print. »

Date {Time Filename Pages Status refresh

7{15/1011:49 PM = Acme 2.0 Documentation._pdf 37 Awaiting release

To print this job, select a printer below:

Building &, office 11 .3|
Murnber of copies: |1
Print from page |1 to l37

Double-sided print (works only if the printer supports duplex):
@ None

" Long-side (most common)

© short-side

i Advanced

Print in black fwhite even if document contains color: O

Building &, office 3.3 | [ Advanced

The user Web portal is accessible per default on http://127.0.0.1:7290 or https://local host:9443
for HTTPS/SSL.

Since this Web interface may be accessed from users outside of the local server, provide a Web
URL address for the Web interface, that is accessible to users externally.

If an SSL certificate has been successfully instal  led and configured, the redirect option can be
enabled to automatically redirect users that access the Web portal with non -SSL HTTP to
HTTPS/SSL. Before enabling this option, ensure that HTTPS/SSL is fully working.
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