
OVERVIEW

Altman Technologies specialise in network-based, enterprise software solutions which provide 
round-the-clock auditing and surveillance of user generated activity across Microsoft and Novell 
network environments. LT Auditor+ monitors, alerts and reports on events such as logins, 
failed attempts, file access, security policy and account changes providing detailed, exception 
reporting on Who did What, Where and When. The easy deployment and day to day manage-
ment of the system ensures that IT management can meet the demands of auditors without 
compromise and without the need for additional system or staff resources.  Privacy and confi-
dentiality can be proven - IT security policy and regulatory compliance is assured.

KEY FEATURES

P 24/7 enterprise event monitoring and auditing of user activity
P Tracking of logins, security changes, file access and administrator activity
P Extensive filtering of events at both collection and reporting stages
P Real-time alerting options by email, network message or SNMP
P Consolidated exception reporting from multiple servers and mixed platforms
P Effective, efficient processing of Windows event logs

WHO NEEDS NETWORK AUDITING

Statistics show the biggest threat to network security is from perceived trusted sources “inside 
the firewall” - employees, contractors, partners etc. Round the clock surveillance ensures all 
activity on your computer network is tracked. LT Auditor+ provides this functionality and is 
used extensively in corporate, financial, government and public sector institutions where regu-
latory compliance and meeting the needs of internal auditors is paramount.
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AUDITING RE-DEFINED

Comprehensive network auditing means going beyond traditional static or snap-shot type au-
diting, which often falls short of the requirements of defined IT security policies, to cover event-
based auditing as well. LT Auditor+ provides the ability to determine precisely who logged in, 
where they were working, what files or settings they accessed or changed, and when they did 
so, and the ability to follow a trail of events.

Audit information can be retained for extended periods of time in a MS-SQL or Oracle database, 
allowing an organisation to store audit activity for several months. 

This capability also allows for detailed forensic analysis when a security breach occurs and can 
give a clear picture of how and why it occurred.

KEY BENEFITS

P Centralised, automated, cross platform consolidated audit reports
P Pinpoint suspicious activity and security breaches
P Compliance with IT security policy without the need for compromise
P Adherence to legislative and regulatory requirement
P Transforms complex raw data from logs, file systems, portable storage systems and 
     directory services into clear, concise, actionable intelligence

TECHNICAL DATA

• Supported on all Microsoft Windows and Active Directory servers
• Supported on all Novell NetWare and eDirectory servers
• Report generator options: Microsoft SQL or Oracle
• 64 bit platform server support
• Three-tier client/server architecture

AUDITING

Auditing the Auditor LT Auditor+ provides the ability to police itself ensuring total integrity 
of the audit function. The actions performed within the software are audited in the same way 
as system events with the standard alerting and reporting options.

ALERTING

Alerting options LT Auditor+ provides options to set real-time alerts on any monitored event 
with delivery options by email, network message or SNMP. There is an option to run a “transfer 
job” at the same time to secure the audit data in the event of suspected tampering.

REPORTING

Centralised Reporting LT Auditor+ provides many standard reports, all of which can be cus-
tomised with additional filters to further refine the granularity of the output - options include 
screen, printer, PDF, HTML, Word, Excel and Crystal Reports.

EVALUATION

• Download from www.altman.co.uk/ltauditor
• For more information please contact our solutions
   team:
	 T:  0113 273 0300 
	 E:  solutions@altman.co.uk


