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The Goal

The goal of this document is to provide an overview of the basic concepts of Pcounter Embedded for Kyocera. The
document presents step-by-step instructions for installing and configuring Pcounter for Kyocera for use with your
Kyocera MFP.

Common Challenges

1) Determine the Pcounter for Kyocera configuration that best suits the needs of your environment.

2) Install the Pcounter package on the Kyocera MFP.

How to use this guide

This guide walks you through the setup of Pcounter for Kyocera to track all functions of a Kyocera HyPAS MFP(
including printing, copying, scanning, and faxing), and, optionally, to provide secure authentication for users.

The guide should be used in combination with the model-specific document that contains all of the model specific
screenshots of both the front panel Ul and Web UL.

Planning

What is Pcounter for Kyocera?

Pcounter for Kyocera is software that interfaces directly with the embedded operating system of the Kyocera MFP,
in partnership with the standard Pcounter application. It can provide a point of access control (Authentication), the
ability to log job based data for print, copy, scan, and fax (page tracking), and the ability to assign page quotas or
currency balances to users, debiting them for individual jobs (Accounting). All job activity for tracked MFPs is logged
and accessible for report generation.

Authentication

The software provides a point of authentication to gain access to all of the resources of the Kyocera MFP. For print
jobs, users may authenticate at their workstations through the basic Pcounter software and send print jobs through
to the MFP for direct pickup, or print jobs may be held in the queue for walk-up authentication and print release at
the MFP.

For copy, scan, and outbound fax jobs, the MFP can be locked down until users walk up and authenticate in front of
the machine. Users are prompted to authenticate by entering user account/password credentials and/or a client
code or numerical ID.
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System Requirements

Pcounter for Kyocera is supported on the following Kyocera HyPAS MFPs:
e HyPAS-enabled Kyocera or Copystar supported models:
e  TASKalfa/CS 7550ci, 6550ci, 5550ci, 4550ci, 3550ci, 3050ci, 552ci, 500ci, 400ci, 300ci, 250ci:
e  TASKalfa/CS 8000i, 6500i, 5500i, 4500i, 3500i, 520i, 420i, 300i
e FS-C2526MFP, FS-C2626MFP, FS-3540MFP, FS-3640MFP (FS series require Compact Flash card 4 GB or less for HyPAS
support)

The Pcounter for Kyocera server software can be installed on Windows 2000 Server or any later Windows “business”
operating system. (Windows “"Home” products that lack domain support are not recommended.) A standard USB or
USB flash drive is also required to transfer a firmware update to the MFP’s built-in hard disk.

The standard Pcounter software (version 2.54c or later) must be installed on the Windows print server and ready
to use before installing the embedded Kyocera server software.

For more detailed information about Pcounter installation and administration please refer to the Pcounter Setup
Guide and the Pcounter Documentation PDFs. These are installed with the standard product in the Pcounter for
Windows program group on the print server.

Pcounter for Windows can be downloaded from http://www.pcounter.com. The Pcounter for Kyocera Embedded
software is available in the download area of http://www.pcounter.com/pro.

Implementation
There are five main steps to complete the Pcounter for Kyocera installation.
1) Prepare the Pcounter Print Server
2) Install and configure Pcounter for print job tracking
3) Install Pcounter for Kyocera on the Pcounter print server.
4) Configure Pcounter for Kyocera for Print, Copy, Scan, and Fax Tracking.
5) Prepare the MFP

6) Configure the MFP

Setup begin here

1) Prepare the Pcounter Print Server

It is recommended that the Print Server be set up to run on a Windows Server operating system. The individual
MFPs that will be tracked by Pcounter should be installed as local printer objects in the standard way and shared
for access by workstation users.
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2) Install and configure Pcounter for print job tracking

After Pcounter is installed and registered, the Kyocera MFPs that you wish to track should be migrated into
Pcounter on the print server. (For details, refer to the Pcounter for Windows Setup Guide, installed on the
Pcounter Server in the Pcounter for Windows Program Group.)

Printer Setup

After your printer(s) have been migrated into Pcounter you must decide:
o Whether users will have account balances debited for print, copy, scan and fax jobs, or whether the jobs
will simply be tracked and logged.
e  Whether print jobs will be held at the MFP for walk-up release or whether users will be able to print and
release jobs simply by authenticating at their workstations.

After your MFPs are migrated into Pcounter, open Pcontrol, locate your print server in the Network View and
expand the view to show the installed devices. Right-click on the first MFP and choose Pcounter—>Configuration.

Settings Tab
21 1. If print jobs will be tracked without
O Seltings | @ Pices| ® Ruies| debiting users, set Accounting to Log file

- . only.
Accounting: IUser account balances and Log File ﬂ » Other settings y

action if below low balance limit: (120 I~ allow use of Free quota X X X .
Banner (Separator) template: User account balances and Log File [ Divide duplex page counts in half 2 . If users wi I I be deb |ted for prl nt JObS,
T

Pause all obs: [super Pause 5 L Diﬁ%z B G HEHEm set Accounting to User account balances and
I™ | Inclie bannet in pagesount .
» Waorkstation popup, Webclient, Print job releass [V allow unknown users ko print LOg Flle-
[¥ Enzble popup, print release, etc, (Jobs are paused) " Delete duplicats jobs 3 . Place a Checkma |'k next to Ena ble
¥ Count jobs in advance For display [~ Delete unknown job bypes

popup, print release, etc. This will also

(Do not use this feature with

I”" Keep job paused after papup GDI or host-based drivers.)

(B8] s s st automatically place a checkmark next to
Skip popupjpause ot jobs ess than [0 =] pages Count jobs in advance for display and ensures
St popupaise oo sstren [0 =] copes that print jobs are held in the queue until a
Edtnformation fessane user authenticates at a workstation or at the

oK I Cancel Help | M FP/panEI .

Prices Tab

2x| 1) Go to the Prices tab
@ Pri .
© setings © Pies | @ fues| 2)  If you wish Pcounter to track color
= | Black price § Color price Bllow Size | Black price | Color price Flotter area accounting H H H
obs separately from black and white jobs on
Mao  Jomo [0S Woacnc  fooo [0S [pisabled =l ) | P . Y lick Enabl / J
. oo | 3 el | e a color printer, click on Enable color
Wz oo [ois ¥ arche  [o.00 [ois Defaultwidth: [5 inches detection.
Mas  Jooo oS g4 [ooo — fois Faature multiplisrs 3)  Click on Set all prices. Set the Black
~ [o. [o 7 [o [= , . L .
i L CE L L Cobor: [0.00 price and the Color price (if color detection
v a5 |0.00 |0.15 ¥ s |0.00 |0.15 . IT .
M x1r [om o Mommio Joom o S has been enabled), and click OK.
W ansic [ooo [0S ¥ DL [ooo Jois befack 5oz [lorer =] 4) Click OK to accept changes. **A
. t |Letker 7 X X R
Pansio [ow o35 P ececte oo [a15 el warning will be presented asking you to
[¥ anSIE |0.00 |0.15 I Letter |0.00 |0.15 yeryr—— 3 3 .
Bluha Jon 0| Pl oo o s restart the Printer Control service. Simply
[ arch B |0.00 |0.15 ¥ Monarch |0.00 |0.15 Enable colar, ]\}_n}ection answer Yes.
ok I Cancel | Help |
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3) Install Pcounter for Kyocera (Windows and Netware Instructions)

Windows
Make sure you are logged on as Administrator

a)
run Setup.exe

Global settings

* General

Prounker accounting/netwark bype: IW\ndnws Vl Configure

Title bext:

[Descriptian:

=

Language: IEninsh

SNIMP +2 GET community skring: I public

SHMP 2 SET community skring: I private

SR wE authentication password: I

SR w3 privacy password; I

Rrinter: adrin 10 I

Erinter admin password: I

Login header text: I Welcome to Poounter

» Client codes

Title bext:

Intro screen bext: I Please log in ta gain access ko this machine, Description:

Force logout text: |
I Allow registration of unknown cards
™ Mask ID numbers
I | allow login from on-screen keyboard
(Zan be disabled if using a card reader)

= Print job release

or equivalent on the Pcounter print server.

Download the Pcounter for Kyocera Setup package from http://www.pcounter.com/pro. Extract and

Click Next and click Yes to accept the license agreement.

Accept the default installation directory or click Browse to choose another location.
Review Current Settings and click Next to begin copying files.

After Setup has completeted, launch the Pcounter for Kyocera application.

24 f)  The Global

Settings tab should open.
If you are running under
| Windows, choose

¥ Display user account balance ) .

Windows in the Pcounter
accounting/network type
field and click the
Configure button.

I Print job release

[V Display job page count

|V Display job cost

v Display joh submission time:

I Apply client codes to released print jobs

[t ot code Note: You can customize
| the Login header text and
Intro screen text under
Login, and the Title text
under Client codes, The
customized text you enter

I only display client code search resulks

I™ | automatically lagin again with nev cods

will appear on the MFP
Welcome screen.

0K 2pply |

Cancel

Pcounter accounting configuration - Windows

@ Configurs | O Advanced salllngsl

21|

DLL wersion: 05.11.2010

® Prounter dat

Data server name: I\\LENNYSTDEAH «
‘Windows services using this DLL should be runnin

on the Pcounter data server,

000 ot later)

® Remote print server credential

Login name: Iadministratnr

Password: | sssssses

suppork:

I™ | Use ovell ebirectory authentication

& fctive Directrory support
10 number attribute: I Test
PIN number attribute: I
Eegin directory searches at:
[ LDAg: DC=lenny2003,DC=com :l
[LDAR:DC=lenny2003,DC=com <
[~ check database if directory loakup Fails
Ok I Cancel I Help | _l

g) On the Pcounter accounting configuration screen,
enter the name of the Pcounter data server, or browse for
it using the arrow button to the right of the Data Server
name field.

Remote print server credentials are only required if
Pcounter for Kyocera will be managing print queues on
servers other than the one that hosts the Kyocera
Gateway. If print server credentials are implemented, the
specified user account must have Backup Operator
privileges for all remote print queues that will be
managed.)

h)  Click OK to close the Pcounter accounting
configuration screen.
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Netware

To run Pcounter for Kyocera with a Netware server you must load the software on a Windows Machine
with the Novell Client installed and NDPS support enabled in the client. Make sure you are logged in as
Admin or equivalent and do the following steps.

Create the Pcounter for Kyocera gateway user account.

This account will be used by the Pcounter for Kyocera gateway to authenticate all users to the system
and track usage on your MFPs. In NWAdmin or Console One create a user object that has the following
rights to the Tree, and File System.

e Read/Write Inheritable permissions to the contexts where all your user objects are.

e Read/Write/Erase/Create/Modify/Files scan permissions to Sys:Public on each server that host
NDPS

e Read/Write permissions to the SYS:SYSTEM\PCOUNTER folder.

After the Pcounter for Kyocera gateway user account is created and assigned rights you can configure
thePcounter accounting/network type for Netware.

Choose Netware as the accounting type and click the Configure button.

Pcounter accounting configuration - Netware

% Pcounter accounting configuration d B

: a) Default server is the server where the
@ Configure | 0 Advanced settingsl

NDPS manger is being hosted. If you are using a
DLL version: 05.11.2010 cluster you would want to reference the Virtual
Dief ault server: Cluster name.
| vives =] b)  Account balance schema keyword: This
A t bal h ke d: .
I(;E::Zar;:gf;:;:ma i S setting should be set to (Standard NetWare)
T unless Pcounter has been previously configured to
[ [Root] <| use a custom schema extension to store user
Service login name: account balances. If account balances are not
I PoounkGiw, s il . . . .
being used, then this setting can be ignored. Press
Password: . . .
[eavss £| the button next to this field to grant attribute
Attribute For ID mumbers in drectory: rights to the gateway service user account, so that
| Test| account balances can be modified.
In.ttribute Far PIN nurmbers in directary: C) Simple username Search Context: When
usernames are recorded with a simple username
[T Check database if direckory lookup Fails instead Of a fU”y quallﬂed NDS name (|e ujohnn
Set other permissions . - "
instead of "john.users.org"), Pcounter can search
the tree for the first match to the simple
username. Searches can be specified to start from

ok | caed | Hep || aspecific container in order to reduce search time
and overhead.

d) Service login name: select the NDS Pcounter for Kyocera gateway user created by using the arrow on the
right side to browse the context for this user.
e) Password: enter the password that was set for this user.

Click OK to complete the Pcounter accounting configuration. (No reboot is required.)
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Configuring Other Global Settings

1. The SNMP section permits you to add custom SNMP v. 2 community strings.
2. The Applications section allows you to choose a default language for Pcounter for Kyocera and customize the
text that will appear on headers in the MFP panel display.
3. The Applications section also contains a series of checkboxes to further customize Pcounter for Kyocera
performance:
e Allow registration of unknown cards [Login]
e Display user account balance [Print]
e Display job page count [Print]
e Display job cost [Print]
e Display job submission time [Print]
e Apply client codes to released printjobs [Print] If this option is checkmarked, client codes selected at the
MFP panel will be applied to released print jobs.
e Only display client code search results [Client Code]. For security purposes or to speed up performance,
the display of client codes can be limited to the results of specific searches.

Install the Pcounter for Kyocera Gateway service (Windows and Netware Instructions)

Click the Gateway service option and specify an unused port for HTTP communication with the MFP. (The
default is to use Port 8080.) Click the Install button to install the Kyocera Gateway service.

<) Pcounter for Kyocera service configuratiol i |

® Current b 2010,05,20

HTTP port: | 8050 Tesk availability
HTTRS port: | 443 Test availability

The Pcounter For Kyocera Gateway service is not installed.

Update Stop

iew status o

Deelete status log
Test authentication

ak. Canicel Apply

After the service has been installed, click the Start button, then click OK to close the Service Configuration
screen.

4) Configure Pcounter for Kyocera

Adding an administrative account for the MFP

1. Choose Server->MFP administrators from the pulldown menu. In the Administrators window, enter the
name of a valid ADS, Netware, or Pcounter user account, then click the Add button.
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Adding a Printer

1.

In Pcounter for Kyocera, choose Printer->Add Printer to list from the Toolbar menu. Enter the IP address for
the Kyocera MFP and click OK.

Pcounter for Kyocera Configuration

8 =[S

Server ~ &0 Global settings [ Gateway service (&b Printer ~ 2 Help -

IP Address | Associaked print queue l Profile | Device bype

Printer IP address

x|

Device hostname or IP address: I 192.168.2.31

Cancell Importl

4

| 2

Right-click on the MFP you just added and choose Device Configuration from the popup menu.

Pcounter for Kyocera Configuration

10 x|

Server - Q Global settings &Gateway Service % Printer ~ @ Help ~
1P Address

Associated print quewe | Profile

Add printer to list
Reemove printer from list
change IP Address

[i! Figuration
Edit configuration profile
Properties

‘Web configuration

3.

On the first Device Configuration tab (showing the MFP’s IP address), click the arrow next to Associate with
Print Queue, choose the print queue for this device and click OK.

Device configuration: 192.168.2 31

21x|
& 192.168.2.31 |O Access permissions I @ Authentication configuration

Associate with print queue: I

_<|

& Select printer

_?l ll Detect |
(A=) Printqueuesl u Edit |
= [ WLENNYSTDBAK -]
----- & Dell 2335 Fax
F

----- & Dell 2335dn MFP PS Z[ « |
----- & Dellz330

----- & pellz33n.2
----- & Dellz330.3 -
----- & Dellz33s

----- HPLaser]

----- KONICAM
----- KONICAMI
..... FEX(yocera TASKalFa 250ci K

----- & LocalHPL

----- Q Microsoft ¥PS Document Writer
----- & output HPLI 4730

cel Help
----- @ PullQueu LI —I

I VWLEMNYSTDEAK K yocera TASKalFa 250ci Kx

0K I Cancel |
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4. A Device Profile must be associated with this MFP to specify whether user accounts will be debited and to
assign prices to copy/scan/fax jobs. Click the Select button on the first tab of the Device Configuration
window. Highlight an existing Device Profile in the Printer configuration profiles list and click Edit. (Or click

Add to create a new profile.)

| Device configuration: 19 ﬂﬂ
o 19z <) Printer configuration profiles 2=l I
& Profiles |
& (Default)
& < Color Copier US - |
& HP CopierPrinter
& HPL] Detect |
# Standard — I -
¢ rerozsz sl | e |
Remove | ﬁ - |
Eﬁt |
=
ak Cancel |
QK | Cancel Help
Settings Tab
p Printer configuration profile: (Default) 2=l

o] Settingsl @ F'nc:esl

Accounting: |User account balances and Log File

Loq File onl

=l

Action if below low balance limit

™ Allow Free quota to be used as credit

™ Divide duplex page counts in half

¥ | &llaw secure release of beld jobs from assaciated print queue
[~ Only show print jobs that have been processed by PPopup

I Ionore retrisved print job records (Peounter is bracking bhis printer)

o1

Cancel |

1. If copy jobs, scans, and faxes will
be tracked without debiting users, set
Accounting to Log file only.

2. If users will be debited for copy
jobs, scans, and faxes, set Accounting to
User account balances and Log File.
(This setting is also referred to as Strict
Accounting.)

3. Click on the Prices tab to set
prices for copy/scan/fax jobs

Important: If you enable Strict
Accounting in the Device Profile, you

must also adjust Job Accounting Settings

on the MFP panel to impose strict limits on copy jobs, scans, and faxes. See the section of this document

called Prepare the MFP for details.

Additional Settings Tab Options

B Allow free quota to be used as credit: checkmark this option to allow free quotas assigned in
Pcounter Administrator to be debited before debiting a user’s regular account balance.
B Divide duplex page counts in half: checkmark this option to have Pcounter divide the reported

page count in half for submitted duplex print jobs.

B Only show print jobs that have been processed by PPopup: checkmark this option to display only
print jobs that have been processed by Popup on the Kyocera panel.
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Prices Tab

Printer configuration profile: (Default)
O Settings @ PriCES|

Flotter area accounting

Paper size [ Black price [ Color price Paper size | Black price / Color price

2=

0 |0.10

[ozs | archc [0.10 [o.zs

[oes achp [o10 Jozs
[ozs ache [on Jozm
COETTT—

o

IDisabIad
10,10

Frice: ID.DD
Eachi click equals I o inches
it is ID inches

Az |0.10

3 | 0.10

4 | 0.10

. o Price multipliers
. ] Elack price for all paper sizes: | 0.10 v
A5 | 0.10 I? Color: Il.ElU
0.10 o, ice: | 0.
11%17 I_ Color price: | 0,25 Iv Duplex: I_EI.EIU

ANSTC
ANSID

0.10

o

I_ Cancel |

Other settings

QRHRRRER

=

0.10

ANSIE [0.10 |0.25 Letter [0.10 0.2
arch & Legal ID.ID ID.ZS Fax cost: ID.DD per IPage 'I

ArchE | 0.10

oo fom
o

Configure prices: ICopy prices j Set all prices

EramE faper size: ILetter vl
Monarch I 0.10 I 0,25 Scan cosk: ID.DD per Ipage vl

=

oK | Cancel |

Login/Authentication Configuration

1) On the Prices tab, click on Set all
prices. Set the Black price and the Color
price (if color detection has been
enabled), and click OK.

On the main Device Configuration screen, click on the Authentication configuration tab

Authentication configuration Tab.

Device configuration: 192.168.2.31

& 192168231 | O Access permissions | % Authentication configuratior

» Authentication options

Authentication fields: |Metwork name

Metwark name/Password
Metwork name/Client code
10 number fPIM number
1D numberClient code
Metwork name/Password/Client code
1D number/PIN numberfClient code
- 7 = o

» Print job options

Print job handling:

» Client code options

[~ | alidate entries indatatase
I™ | Enfaorce client code associations

™| sk For subcode

21|

Cancel Help

o]

Authentication Fields

1) Under Authentication fields,
select the method for users to
authenticate at the MFP panel.

Descriptions of each authentication
option are provided below:

B Network name: prompts for entry of a valid ADS, LDAP, or Pcounter User username

B |ID number: prompts for entry of a valid numerical ID associated with a user account

B Client code: prompts for entry of a client code (see Client code options, below)

B Network name/ Password: prompts for entry of a valid ADS, LDAP, or Pcounter User username and password

B Network name/CIient code: : prompts for entry of a valid ADS, LDAP, or Pcounter User username and a client code
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B ID number/PIN number: prompts for entry of a valid numerical ID and PIN associated with a user account
m ID number/CIient code: prompts for entry of a valid numerical ID associated with a user account and a client code

B Network name/Password/Client code: prompts for entry of a valid ADS, LDAP, or Pcounter User username and
password, plus a Client code

B ID number/PIN number/Client code: prompts for entry of a valid numerical ID and PIN associated with a user account,
plus a Client code.

Logging in with either a Network Name or UserID (through a Card Reader)

With an appropriate authentication type selected (Network Name, Network name/Password, Network
name/Client code, or Network name/Password/Client code), users may authenticate at the Kyocera MFP either
by entering credentials into the login box or by presenting a card in a card reader. (For authentication through a
card reader, numerical IDs must be associated with user accounts—either in Pcounter Administrator or through
a designated schema field in Active Directory or Netware.

With a card reader installed, presenting a card will automatically enter the associated username into the appropriate
login field on the MFP. If Client code entry is not required, this will automatically log the user into the MFP.

Note: After plugging a USB Card Reader into the MFP, the MFP should be rebooted in order to properly
recognize the Card Reader.

Print job options

B Automatically release jobs at login: releases pending print jobs for a user when login is authenticated. Note that
this option will not work when Strict Accounting (User Account Balances and Logfile) is enabled in the Printer
Profile settings.

Client code options

B Validate entries in database: limits Client code and subcode entry to items set up by Admin in Pcounter
Administrator.

B Enforce Client code associations: Only allow Client codes to be entered by those users for whom the
administrator has assigned the codes

Pcounter for Kyocera | A.N.D. Technologies



5) Prepare the MFP
There are two methods for installing the Pcounter package on a Kyocera MFP:

1. Copy the package onto a thumb drive from the Pcounter for Kyocera directory on the server, then plug
the thumb drive into the MFP to manually install the package.

2. Download and install the Kyocera KMNet Viewer and use it to download the package to the MFP,
activate and install it over the network.

Manual Install (Thumb Drive)

On the main Pcounter for Kyocera toolbar, choose Server—>Copy Java package to thumbdrive. This will copy the
PCOUNTER.PKG file from the Windows server for insertion/installation on the Kyocera MFP.

» Pcounter for Kyocera Configuration =] ]
E[ Server - Q Global settings BaGateway service % Frintet ~ 2 Help ~

Printer configuration profiles

| | Profile | Device bype |
[MFFP administrators

|K>< (Default) TASKalFa 250c

Begistration

Copy Java package to thumb drive  # %I
Exit |

Walk up to the Kyocera MFP.

a) Press the System Menu button on the Kyocera front panel.

b) If prompted, log in to the MFP with an administrative account. (The default login and password for many
Kyocera MFPs is Admin|Admin.)

c) On the System Menu, choose User Login—>Job Accounting and locate the Unknown Job ID option.

If prompted at this point, log in with an administrative user account and then change this setting from
Reject to Permit.
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d) Inthe System Menu options, locate Application and touch the Application button. (You may need to go to
the second screen of System Menu options to access this option.)

e) Insert your USB thumb drive into a USB slot on the MFP.

f) Press the Add button. Answer NO to the prompt “Removable Memory is Recognized. Displaying Fields. Are
you sure?”
The Pcounter Package should be displayed in the Application list.

g) Press the Install button. Answer Yes to the prompt.

h) Press the Close button. You should then see the version number of the Pcounter Package and “Not Used.”

i) Press the Activate button. Answer “Yes” to the “Are You Sure?” prompt.

j)  The display on the MFP should now prompt you to add this unit to the Pcounter for Kyocera gateway service
running on the server.

k) After you press the Connect button, the Login Screen you selected in the Login/Authentication
Configuration section of these instructions should now appear.

Pcounter for Kyocera | A.N.D. Technologies



Network Install (KMNet Viewer)

a) Download and install the Kyocera KMNet Viewer package (available at:
http://usa.kyoceramita.com/americas/jsp/Kyocera/resource_details.jsp?pid=22834&rid=23489) Only the
Device Management component needs to be installed.

b) Inorderto upload packages, SSL support and the IPP over SSL protocol must be enabled on the MFP:
Log into the MFP as an administrative user, go to the Advanced tab and choose Secure Protocols in the
Security section. Enable SSL.

kocera COMMAND CENTER FS 3g4oMFP

Printer : ner Jobs Document Box Advanced

= G| Secure Protocols

Login Menu

Logout |

Protocols

TCRIP ]
MetWare

IFP

“fou need to restart the device or network when you have changed the setting with *,
Restart the device or network in the Rezet sedion,

*# 55 % an  off

AppleTalk
MetBEUI

If you select Off, 551 cannot be used for cormrunicatian,

c) Click the IPP link on the same tab of the MFP web page and enable IPP over SSL.

worera COMMAND CENTER FS 30oMFP

Printer Scanner Jobs Cocument Box Advanced

v Advanced IPP (Internet Printing Protocol)

Login Menu

L‘

Protocols

TCR{IP

You need to restart the device or network when you have changed the setting with *.
Restart the device or network in the Reset section,

NetWare c1pp: € on © o
PP
AppleTalk # 1PP Port Mumber: [621
MetBEUT
E-mail
SMTP »
* IPP over §5L: (% e
M. t
—— Selact On for the SSL satting to use IPP over S5L.
SHMP 4 Click hera
LDAP * IPP over $5L Port Number: [443
Authentication »
Motification / 3
Maintenance )
> Subrmjt Cancel
Security

d) Open the KMNet Viewer and discover your Kyocera MFPs on the network. (Under Device, choose
Discovery—>Add Devices or Discovery—>Automatic discovery.
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e) Right-click on one or more Kyocera MFPs in the KMNet Viewer main window and choose
Advanced->Manage applications.

KMnet Yiewer - General view [_[O]
Eile Edit Wew Device Help
My Views MEET 45D -5 [ 19|
| | Display name | Host name | Toner level | Description | Location
Properties
Refresh
) Device home page
Default Views — pea
B 3 Device Remaoye From view
G General view Delete device
G Capability view
(@ Counter view Edit 3
(P Fimware visw
@ Bzt view Motification settings
@ Map view Communication settings
Advanced 3 | Set mulkiple devices. ..
| Manage applications. .. {
q | Upgrade firmware, ., _’I
2 of 2 devices selected Device default settings

f) On the next screen, select Install application and checkmark Activate application after installation. Then
click Next->.

| Manage Applications

Select an action to perform

% |nstall application

" Activate application

" Uninstall application

< Back | Mest = | Cancel
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g) Click the Browse button on the Manage Applications screen, go to the Pcounter for Kyocera folder under
Program Files (or Program Files <x86> on x64 operating systems) and select the Pcounter.pkg file to upload
and activate. Click Next> to continue.

Manage Applications B

Select an installation package

Package:
File

C:\Program FilestPoounter for Kyocerahpoounter. pkg

Application name; Prounter

Wersion: 20

< Back | NT".f > | Cancel

h) Click Finish on the next screen.

Manage Applications B

Confirmation

Target devices:
TASKalfa 250ci [192.168.2.31)
F5-3640MFP (192.168.2.38)

Acion:
Installation and activation

Package file:
C:MProgram FileshPoounter for Kyocerahpoounter. pkg

A pplication name:
Pounter

A pplication version:
20

Cancel |

i) The Pcounter package will be uploaded and installed on the selected MFPs.

Manage Applications

Action Installation and activation
Application name: Pcounter
Wersion: 20

| Process tupe

Activate

Activate Success

| | >

2 of 2 devices processed

Save log... Claze |
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I) The display on the MFP should now prompt you to add this unit to the Pcounter for Kyocera gateway service
running on the server.

m) After you press the Connect button, the Login Screen you selected in the Login/Authentication
Configuration section of these instructions should now appear.

If the MFP fails to connect to Pcounter for Kyocera server.

**Note that if the Pcounter gateway service is not running, the MFP will not be able to connect to the Pcounter

server. If you need to reconfigure the MFP and remove or reinstall the Pcounter package, you may enter a
special Bypass Password to log into the Kyocera MFP.

The default Bypass Password is: pcounterdkyo.

To change the default Emergency Bypass Password, a new password must be entered *before* the Gateway

Service is started. The Emergency Bypass password can be reset by choosing Server->MFP Security from the
Pcounter for Kyocera Server menu.

After entering a new Bypass Password, the user should start or restart the Gateway service or, if the gat
associate the server to the MFP by right-clicking the MFP’s IP address in the main Pcounter for Kyocera window.

| peounter™ 0 security =] L=10lx
[ server =

IP Addh
W;T:S These accounts ars permitted ko maks configuration changss when logged in on the MFP. —

& administrator

Add

If the gateway service is down, use the Following password to allow access ko the MFP,

Bypass password: | ssesnses]

0K concal || aeny |
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Associate an MFP with a different Pcounter for Kyocera Server

To associate a Pcounter for Kyocera server with the MFP after entering its IP address, right-click on the MFP and
choose Associate server to MFP from the right-click menu.

» Pcounter for Kyocera Configuration M=l E3
[ Server ~ £ Settings = @ Services = &) Printsr ~ 2 Help -

Add printer ka lisk
Remove printer From lisk
Change IP Address

Device configuration

Edit configuration profile

Properties

N [ =1 configuration -

A browser page will open, showing Configuration for the MFP. Verify that the MFP address is correct and click
the Configure MFP button to finish.

{;("Remnte Kyocera MFP Configuration - Windows Internet Explorer [_ O[]

|'g http:,i,ilucalhost:QDQDImFD-config‘html?\p=192‘168.2j B[] X IA"'LWE Search B~

File Edit view Favorites Tools Help

o7 Favarites | 55 Suggested Sites * m Free Hotmall # | Web slice Gallery =

(& Remote Kyocera MFP Configuration ‘ ‘ i~ B -+ [ = o+ Page - Safety » Tools - 9' >
Configure Kyocera MFP for Pcounter =l
MEFP IP Address IW 92.168.2.31
Configure MFP
=
|iavascript:handIeConfigFDrm(ducument.configFDrm) ’_ ’_ ’_ ’_ ’_ ’_ |EJ Local intranet ¥ - | R0 - g

Also note: The Pcounter package installed on the MFP listens on port 8181 for autoconfiguration information
transmitted by the Pcounter for Kyocera server.

Configuration of Strict Accounting on the MFP

If Strict Accounting for copy jobs, scans, and faxes is selected in the Kyocera Device Profile, the following setting
must be enabled in the MFP Panel settings:

Press the System Menu button

Touch the User login/Job accounting option
Touch Job accounting setting

Touch the Default setting, choose Next

On Apply limit touch Change

ukhwn e

This controls the MFP behavior when the user reaches the balance limit in the middle of an active copy, scan, or
fax job. The choices are:

= Immediately — Enforces a strict cut-off, only the allowed number of pages are processed.
=  Subsequently — Allows the current job to finish before restricting further access.
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Making Copies, Scans, or Sending Outgoing Faxes

Log in to the MFP: Touch the blank field to the right of the login prompt. The panel will display a virtual keyboard for
you to enter appropriate credentials (username, client code, ID number, etc.). If your login prompt requests a
password, touch the blank field to the right of the password prompt and enter that as well.

If the Login prompt requests a client code, you may use the Search button to retrieve it.

After entering the correct client code, touch the Save button to continue. Touch the Back button to return to the
Client Code Picker screen and select a different client code.
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Strict Accounting Disabled

If users are not being debited for copy jobs (copier accounting set to Log file only), the Ready to copy screen
appears, permitting the user to make copies.

e 2

Strict Accounting Enabled

If users are being debited for copy jobs (copier accounting set to User account balances and Log File), the Select
activity screen will appear after a successful login.

Please select activity
Administrator, Account Balance: 0.40

Copy (Color): Limit 1

Copy (Black and white): Limit 4

Scan: Limit None

Print job release

Cancel

Status 05/28/2010 12247
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The number of pages permitted by the user’s account balance is displayed for copy (color or black and white), scan,
or outgoing fax activities.

To make a copy, touch the button for Copy (Color) or Copy (Black and White). The Ready to Copy screen will appear,
as shown above, permitting the user to make copies.

To make a scan or send a fax press the Send button on the Kyocera panel, then touch the appropriate button on the
Select Activity screen.

The Ready to Send screen will appear.
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Releasing Print Jobs

Strict Accounting Disabled

To release a print job, log into the Kyocera MFP as described above. If the server is configured to automatically
release print jobs at login, this is all that’s necessary.

To release individual print jobs held in the queue, press the Application button on the Kyocera front panel.

Touch the Pcounter Print Release button

On the Print job release page, touch the checkbox to the left of each listed document to mark it for release (or touch
the Select All button). Then touch the Print button.
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Strict Accounting Enabled

Note: If Strict Accounting (User account balances and Log file) is enabled, the automatically-release print jobs at
login option is not available.

To release individual print jobs held in the queue, log into the MFP, as previously described.
The Select activity screen will appear after a successful login.

Touch the Print job release button on this screen to display the Print job release page.
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On the Print job release page, touch the checkbox to the left of each listed document to mark it for release (or touch
the Select All button). Then touch the Print button.

APPENDICES

Using a Card Reader

See http://www.pcounter.com/index.php?g=support/knowledge-base/pcounter-kyocera/card-readers-supported-

usb-input-kyocera-mfp for information on magnetic and HID card readers supported by Pcounter for Kyocera.

System software earlier than revision 9 requires additional IC Card Authentication Kit B firmware, available from
Kyocera Mita.

Updating the Package on the Kyocera MFP

To update the Kyocera package on the MFP for a new build of Pcounter for Kyocera, follow these steps:

If the Pcounter for Kyocera Configuration program is running on the print server, close it. Do not stop the
Kyocera Gateway Service at this point.

1.

Unpack the new version of Pcounter for Kyocera by running the Setup program.

Launch the Pcounter for Kyocera Configuration application. Insert a USB thumb drive on the server, then
choose

Server->Copy the Java package to thumb drive from the pulldown menu and select the removable drive
that you just inserted.

Remove the thumb drive from the print server and carry it over to the Kyocera MFP.
At the MFP log on with a user account that has been granted administrative privileges.
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Changing the Text Displayed in Applications and Prompts

The Pcounter for Kyocera applications have been built to display properly in the following languages: English,
Spanish, French, Italian, German, Portuguese, Finnish, Dutch, Czech, Swedish, Danish, Polish, Norwegian, Hungarian,
and French Canadian.

It is possible to modify any of the text that is used. To do so, use Notepad to create:
C:\Windows\System32\pcounter\pcounterEmbeddedText.ini.
(use SysWOW®64 instead of System32 on x64)

The English entries are shown below. Not all of the entries are required to be present in pckyolLang.ini — only the
entries that need to be changed can be present; otherwise the applications will use its internal values. Make sure
that the first line indicates the [Strings] section.

[Strings]

O=Logon failed.

1=Your user name or password is incorrect.
2=Your account balance is too low.
3=Click any button to continue.
4=Error %d

5=Access is denied.

6=Enter ID number:

7=Enter PIN number:

8=Enter username:

9=Enter password:
10=Welcome

11=Account Balance:

12=Print

13=Delete

14=Refresh

15=Print All

16=Delete All

17=Exit

18=Save

19=Next

20=Description

21=Search

22=Cancel

23=Back

24=Close

25=Invalid data specified.
26=You don’t have enough credit to print.
27=Select all

28=Documents

29=Enter client code:

30=Enter subcode:

31=No documents found.
32=Please select activity
33=Print job release

34=Copy (Color)

35=Copy (Black and white)
36=Scan

37=Fax
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Troubleshooting

Problem: The MFP panel displays"Please Configure This Machine Using Pcounter."

The Pcounter Printer package was probably installed on the MFP before configuring settings in the Pcounter for
Kyocera application.

Solution: Check that IP of the MFP is correct and listed in Pcounter for Kyocera. Right-click the MFP listing and
choose Associate server to MFP from the popup menu.

» Pcounter For Kyocera Configuration =] E3

[ Server » 4 Settings ~ & Services &} Printer ~ 2 Help =

Add printer to list
Remaowe printer Fram lisk
Change IP Address

Device configuration
Edit configuration profile

Associate server to MFP

Properties

| Gl -

Problem: User is unable to log in to Pcounter at the MFP

Solution: The login type selected in Pcounter for Kyocera probably does not match settings in Printer Memory
Turn off printer. Restart Printer and correct login should be picked up.
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