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PWP Gateway Installation Overview

This document describes the installation procedure of the PWP Gateway,
that allows the Pcounter WebPay service to communicate with the local
Pcounter data server.

For Pcounter WebPay to successfully communicate with Pcounter, in addition
to installing the PWP Gateway as described here, firewalls must be opened
for communication between the Pcounter WebPay's servers (specific source
IP addresses will be provided by the Pcounter WebPay representative) to
the local Pcounter server where the PWP Gateway is installed, on the port
used (default port 7707).

Installation Prerequisites and Requirements

The PWP Gateway must be installed on the same computer that hosts the
Pcounter data server service.

For Pcounter for Netware, the PWP Gateway must be installed on a Microsoft
Windows computer with the Novell Client.

The PWP Gateway requires Pcounter Pro 5.21e for NetWare or Pcounter Pro
2.11e for Windows, or newer.

Minimum computer specifications for PWP Gateway: MS Windows XP Pro,
Windows 2000 (Pro or Server), Windows 2003 or later. 25 MB disk space. A
CPU fast enough and sufficient RAM to run the OS efficiently.
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Installing the PWP Gateway

Start the installation procedure, by double-clicking the installer
PWPGatewaySetup.exe. You should see the following screen.

15! Setup - PWP Gateway i = =] o |

Welcome to the PWP Gateway
Setup Wizard
This will install PwWP Gateway 1.0 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel |

Click Next.

Choose the installation directory of the PWP Gateway.

=
Select Destination Location ~
Where should PWP Gateway be installed? @

/I Setup will install PWP Gateway into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:\Program Files\P'WP Gatewa Browse... I

At least 6.0 MB of free disk space is required.

< Back I Next > I Cancel

Click Next when done.
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{5 Setup - PWP Gateway =101 x|
Select Components H
‘Which components should be installed? @

Select the option that applies in your case. Click Next when you are ready to continue.

‘Your Pcounter Data Server is installed on Netware

< Back I Next > I Cancel |

Choose if the Pcounter data server is Pcounter for Windows or Pcounter for
Netware.

The installer will create start menu items to launch the gateway
configuration.

TL?,‘! Setup - PWP Gateway =

Select Start Menu Folder
‘Where should Setup place the program's shortcuts?

Setup will create the program'’s shortcuts in the following Stark Menu folder.

To continue, click Mest. If you would like to select a different folder, click Browse.

WP Gateway| Browse... |

<Back Next> Cancel |

Choose the Start Menu folder, or click Next to select default.
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{5} Setup - PWP Gateway E =10 %]
Ready to Install
Setup is now ready to begin ingtalling PWP Gateway on your computer, @

Click Install to continue with the installation, or click Back. if you want to review or
change any settings.

Destination location: :_J
C:\Program Files\P'#/P G ateway

Setup type:
Your Peounter Data Server is installed on ‘Windows

Selected components:
“Windows PCounter Library

Start Menu folder:
PP Gateway

L ol

< Back

Verify the installation parameters, and click Install when ready.

! setup - PWP Gateway s =0 x|

Completing the PWP Gateway

Setup Wizard

Setup has firished instaling WP Gateway on pour computer,
The application may be launched by selecting the installed
icong.

Click Finish to exit Setup.

¥ Go to Services to configure the PAWP Gateway Service

On the final screen of the installation, click Finish to close the installer, and

open up the Windows services screen, to configure log on properties for the
PWP Gateway service.
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Configuring the PWP Gateway service

You must provide a valid logon for the PWP Gateway service application so
that it may access the Domain/NDS to validate Pcounter user
accounts.

_loixi

File Action Yiew Help

¢5 B ERB[(R> = 1w

% Services (Local) MName / | Description | Status | Startup Type | LogOnas | 4|
%Plug and Play Enables ac... Started Automatic Local System
%Portable Media Seri... Retrievest... Manual Local System
%Print Spooler Manages al... Started Automatic Local System
%Pmtected Storage Protects st... Started Automatic Local System
%PWP Gateway Service Started Automatic JAadminist...
%Remote Access Aut... Detectsun... Manual Local System

PWP Gateway Service Properties (Local Computer) ll 5]

General LogOn | Recovery | Dependencies |
Log on as:

" Local System account

I | Alloysservice to interact with desktop
|A\administrator Browse... I
Password: IO L L]

LConfirm password: I" o

‘You can enable or disable this service for the hardware profiles listed below:

il B BB BEBBEBBEE888888888

Hardware Profile | service |
Profile 1 Enabled
=
Enable I Disable I e

0K I Cancel l Apply |

Either from finishing the installation or going to Administrative Tools ->
Services, choose PWP Gateway Service's properties. Click on the Log On
pane, and choose to specify a logon account instead of the Local Systen
account.

Ensure that the logon account has the correct privileges to access and
modify the Pcounter data, including modifying account balances. The
account must also have the right to logon as a service on the local
computer.
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Configuring PWP Gateway for Pcounter for Windows

The Pcounter data server must be specified, as this is where the data is
stored. The Pcounter data server must have been previously configured to
have a PCOUNTER share and be running the Pcounter data server service.

Go to the Start menu, select in the start menu folder PWP Gateway and the
item Configure Pcounter.

* Pcounter accounting configuration ' _"Jll
@ Configue |

DLL version: 01.31.2005

=

Windows services using this DLL should be running on the
Pcounter data server.

—Pcounter data server name:

—Remote print server credentials (Windows 2000 or later)

Login name: I adrinistrator

Password; | **+*

| 0K I Cancel

Enter the path to the Pcounter data server, or click the icon on the right, to
browse the network for the data server.

Enter a valid Windows account with privileges to the Pcounter data share.
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Configuring PWP Gateway for Pcounter for Netware

The Pcounter data server must be specified, as this is where the data is
stored. The Pcounter data server must have been previously configured to
have a PCOUNTER share and be running the Pcounter data server service.

Go to the Start menu, select in the start menu folder PWP Gateway and the
item Configure Pcounter.

¥ Pcounter accounting configuratio|

£y Configure I
DLL version: 03.06.2005

Default server:
| SERVERMAME

Account balance schema keyword:
I(Standard MetWare) | | =

Simple username search context:
| [Root]

Service login name:
| admin. CONTEXT

P [ |2 =

Password:
I o ——

oK Cancel Help

Choose the Pcounter data server in Default server

If all students are in a particular sub-context, for example
"students.school”, choose the context in Simple username search context,
to significantly increase the user validation process, otherwise choose
[Root].

A fully qualified NDS username and password are required in order to
provide credentials for the service to access the remote Netware server
resources. This login does not affect users who are logged into the desktop.
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The PWP Gateway Administrative Interface

The PWP Gateway includes an administrative interface that allows
configuration, testing and debugging of the PWP Gateway. Open the PWP

Gateway Admin from the start menu PWP Gateway and PWP Gateway
Admin.

The PWP Gateway can be accessed directly in a browser via the address
http://localhost: 7707 or the IP address of the computer running the PWP
Gateway instead of localhost.

il
File Edit \Miew Favorites Tools Help | o
QBbxk ~ &) - ¢ (2] ;:j|,:‘Searth - Favorites @' Media £2 | 0+ L 3
Address [€] http://127.0.0.1:7707) B e ks >

=]
Pcounter Webpay Gateway version 1.0
Admin Login:
Username Iadmin
p d ,' |
=
|&] pone [ | mtemet v

Login to the PWP Gateway with the following information:

Username: admin
Password: gateway

You can change the administrative password from the Admin Profile page,
once successfully logged in.
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Testing the Installation

The PWP Gateway includes a self-test function, that verifies the connection
to the Pcounter data server and performs an account test routine.

Log on to the PWP Gateway administrative area, and click to the
Configuration page.

’a Pcounter WebPay Gateway - Microsoft Internet Explorer = [Ellﬁl

File Edit View Favorites Tools Help | o

QBack ~ ) - ¥ 2] (| O search < cFavorites @ Meda & | 1+ L B

Address I@ http:f/127.0.0.1:7707{configuration.php LI Gu |I.nIG 2%
=

Pcounter WebPay Gateway version 1.0
Home Configuration Logs Admin Profile Logout

General Information

The configuration was updated successfully!

Web Server Port: [7707
Test User Account:  [administrator
Enable Logging: O

Update Configuration

Test Connection - test the connection by depositing and withdrawing a certain amount
|&] pone f—l—- l_ &0 Internet 4

Enter the username of an existing Pcounter account in the Test User
Account, click Update Configuration. Click the Test Connection button and if
the PWP was installed and configured currectly, the following window will
show:

Microsoft Internet Explorer x|

! } The connection test ended successfully!
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If the test routine failed, the following window will show:

Microsoft Internet Explorer E3

‘2 Test connection Failed!
*

Possible reasons:

- invalid test user account;

- connection with Pcounter could not be established;

- any of the tested functions failed {GetBalance, Deposit, Withdraw).

If the test connection failed, verify:

1. The PWP Gateway Windows service account has the proper read and
write permissions to access the Pcounter share and data server.

2. The PWP Gateaway Pcounter configuration is correct

3. The Pcounter test account is valid.

More information about the cause of an error can be found by enabling
logging, then updating the configuration and repeating the Test Connection.
With logging enabled, error information will be written to a log file, which
can be accessed from the Logs page.
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