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1 Introduction

Pcounter is a flexible and easily scalable, server-based network print accounting and management
solution providing a wide range of applications of cost control and billing across networks.

The modular structure allows an optimal adaptation to requirements of a modern print management
solution.

Pcounter embedded enables the integration of TOSHIBA multifunction devices in the Pcounter
Accounting solution using the "Open Platform” by Toshiba.

In addition to print jobs now all functions of the MFP (Print, copy, scan, fax) will be recorded and
assigned to users.

The entire user interface (GUI) is performed via the touch panel of the MFP.

1.1 System Setup

===
F___

D Pcounter PRO +
——» Pconter
===
F_
==
F____

TCP i SNMP ¥

1. Users printing to Pcounter server, spooling the print jobs. Option: client popup can be used to
authenticate the jobs or enter Clientcode/billing codes.

2. Pcounter embedded authenticates users againsti A.D., eDirectory or PcounterUser-Database

3. Pcounter embedded authenticats users and takes control of MFP function 7 e.g. enabling of MFP
functions, retrieving job counters, show the print job list, etc.

4. Pcounter embedded records all Job results to a central Pcounter Transaction log.
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Installation 7 overview

Step Action Comment
1 Install Pcounter PRO Install the curren verson of Pcounter PRO. Make sure
Pcounter is fully configured and operational.
2 Add a Pcounter Queue for | Make sure 5
each MFP and i ifrequired |-t o usenBABcoPorti
i one or more pull queue(s) | - accounting mode of queues is set to None and Super Pause
is selected
- prices for the pull queue/s is/are configured
3 Preparing the MFP In TopAccess:
- create a directory service for Pcounter
- import Pcounter RBAC.xml
- activate LDAP Authentication
- activate the CardReader (if required)
4 Install Run ToshibaSetup.exe and follow the instructions
Pcounter embedded
5 Configure Pcounter Run Pcounter embedded Management. Select Pcounter Data
Gateway Server.
6 Add MFPs to the device list | Add the devices (IP) to the MFP list

- assign the appropriate pcounter queue to each MFP
- select the accounting mode
- configure prices

Read the following chapters for detailed information on installing and configuration of Pcounter
embedded.
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3 System requirements

Before installing Pcounter embedded for Toshiba the Pcounter software must be installed and ready
for use.

In this manual we describe only a short setup of Pcounter and the settings required by Pcounter
embedded. For further and more detailed information on Pcounter installation and administration
please refer to the Pcounter Manuals Pcounter for Windows and Pcounter Configuration Guide.

Pcounter software and Pcounter embedded is available in the download area of

http://www.pcounter-germany.com i http://www.pcounter.de

ATTENTION
Before installing / updating Pcounter embedded make sure the Maintenance of your Pcounter
PRO is NOT expired.

Minimum Software requirements

1 Java jre-6ull (included)
1 Apache Tomcat apache tomcat 6.0.20 (included)
1 Web-Browser Firefox i Operai Safarii IE7

Supported Operating systems

1  Win 32 bit
1 Win 64 bit (App. Runs in 32 bit Mode)
1 Cluster support active-passive (fail-over)

For the installation of Pcounter embedded a basic knowledge of Windows, Networking and Pcounter
is assumed.



http://www.pcounter-germany.com/
http://www.pcounter.de/

4 Pcounter (install)

Before you can install Pcounter embedded, Pcounter must first be installed an operational.
In the following chapters the essential steps for the Pcounter installation and the settings required for
the Pcounter embedded will be described.

For detailed information on Pcounter installation and administration please refer to the Pcounter
Manuals Pcounter for Windows and Pcounter Configuration Guide.

4.1 Installing Pcounter

Start Setup.exe and confirm the default settings.

4.2 Pcounter setup %ﬁs

Start Pcontrol, go to "Network view" and select the local Pcounter Server.
Goto PcounterC Configure Pcounter serverC Data Server and create a new local Data server.

& peounter, Configuration; MCS_EG

@ Global Settings
® Printers Data server: | WCS_EG
2 Popup
@ Data Server
v CAPCOUNTER
@ services/Parts Prounker share path |
@ LPD Server
@ Message Texk
@ Message Transpork @ Mever @ Mever
() Every day () After each print job
() Every week (7)1 balance reaches low balance limit
() Every manth ()IF balance goes below:
(JEvery vear
Substitutions:

%l = Username, %6 = Balance, %F = Free Quata
Example: %L, wour print balance is %6,

[ 0K ] [ Abbrechen ] [Ubernehmen] [ Hilfe ]

Got to the Services/Ports Tab. (Pcounteré Pcounter Configure serveré Services/Ports)

Il nstall t BrimtersCentroliser\dce”, "Bata Server service" and "Port Monitor". Then start
the "Printer Control service" and "Data Server service".

Tip:
The & Peaunter symbol leads you quickly to the requested configuration windows, either for the
Pcounter server or for the printers.




4.3  Printer setup

Create local printer using the Pcounter Port:

If the printer is not visible in Pcontrol perform a Serverc Refresh or restart Pcontrol.

& peounter, Configuration: WCS_EG

Please Note

make sure that all printers are
using the Pcounter port monitor.
In a Win XP environment some
registry modifications have to be
performed. This is automatically
done when selecting the
"Printers"-Tab in Pcontrol.:

@ Global Settings
L RFrinters
O Popup
© Data Server

@ Services/Parts

@ LFD Server

@ Message Text

@ Message Transpork

@ view printers [Prounter] = O Port management - @ Pcounter configuration -

& o550 Simwin

& km C550 POL (9E)

& KONICA MINCLTA C550 PCL (new)
S pc_css0

Select printer{s) and choose an option on the "Poounter configuration” menu.
Press "Help" For mare information,

When leaving the Printers tab, the system will prompt you to do perform the registry update..

-

Important Motice

-

Regiskry Keys on 1= WIREP:

nterMame
Mew string value:

In order for Poounker to work propely on sindows xP,
it iz necessary o modify the reqistry and restart the spooler,

HEEY _LOCAL MACHIMENSYSTEMCurrentZontrolSet Conkr
SpoolDirectory = CAMWINDOWSY Syskem32 spool\PRINTERS

For more infarmation, please see Microsoft Knowledge Base
http:ffsupport. microsoft, comydef aulk, aspx?scid=kb%: 38en-

Registry update

Do vou wankt o mod

The Spoaler service will be restarted,
Press CK to update the reqistry,

Registry update

The Pcounter Printer Contral service has been stopped.
The Spoaler service has been stopped.

Updated SHARP MX-2300M PS

The Spooler service has been stated,
The Poounker Printer Control setvice has been starked,

Update successful!

] (e ]

Close
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4.4  DocuAnywhere

DocuAnywhere allows users to release their printjobs to any (compatible) printer on the network
allowing the printjobs to follow the users to the printers where they login.

If DocuAnywhere is NOT used, the "real" print queues must be shared, so users can have access to

them.

WITH DokuAnywhere the users print to a special "Pull-Queue”.
The "real" print queues are no longer accessible for the client PCs, and therefore must not be

shared.

% PULL_Queue

1@ Queue_1
}@ Queue_2
1@ Queue_3

Depending the MFP a user logs on to, his print jobs will be moved from the pull queue to the real

queue of the current MFP.

4.5 Setup of a Pull-Queue

The setup of a Pull-Queue corresponds to the setup
of a "regular" queue. Host name and queue name
are arbitrary.

Please Note
It is important to select a printer driver
compatible to the "real" printers.

Pcounter Port
Part name: | pull
Protocal: |TCP,|'IP (RawAppIocket) ﬂ
Host name ar IP Address: | pull
Port Mumber: |9100 ﬂ Test
SMMP Usage: |N0ne j
SHMP Community; |puhlic
,—
| =l

Most netwark printers suppart Appsocket/Raw on part 9100,
This is the best choice for TCRYIP printing.

Save |

Cancel

All users are printing to the Pull-Queue. The print jobs will automatically be forwarded to the "real”

printers, where the users are logged in.
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4.6

Setup of Accounting

Pcounter embedded retrieves the accounting information directly from the MFP. To avoid "double

counting"

For all MFP select
Accounting "None".

To keep the jobs
spooled on the
Pcounter server the
item "Pause all jobs"
must be set to "Super
Pause".

iCount jobs
advance for
have to be set to get
costs of print jobs.

t he

built

& Pcounter configuration: Toshiba_pull

O Sellings | @ Piices| # Rula:

must beBwitohedcoff.e r

AAccountingo

|mmm:v|

Banner (Separ; .
ausa all jobs: | Super Pause

[C]Ewvide duplec page counts in half
3 1 I [l Cisahle prire notication

-5

l.Tlt )grs in «:8J-:nl:: Far display
[#] Keep job paused after popup
[ kip popupdpauss i job is mot color

[] Enatle popup, prine release, ste, (dobs are paused)

o

4k 43

o

Edit infarmakion message

pages

Coples

[w] adlaws urkriowin wsees to print
[Iselete duplicats jobs

[Clbsiete: unknoem job types

(Do nok use this Festure with
GOl or hast-based drivers,)

[ ok || Abbeechen || Hile

Please Note

In case of DocuAnywhere "Super Pause" is required only for the Pull-Queue(s).

Please Note

To allow Pcounter ebedded to check the print job cost against the user’s balance, Pcounter has to
calculate the print job cost when receiving the jobs. Therefore prices for the incoming (‘pull-queue’)

have to be determined.

In addition the "Count jobs in advance for display" flag has to be checked.

& Pcounter configuration: Toshiba_pull

0 Getling: @ Frices | @ Ruiss

Cao Carchc
Clat [Jarcho
Oaz ClarchE
Flaa [0.08 040 [Tes

[ a4 il:l.l:G 0,20 [Ces
Flas o4 0.3 [es
Ox17 | [l camm 10
Oanste | Oed [
[Clanstie | [ Executive
CJanste [ [JLetber
Clarcha [Cregal
[Carche [ Monaech

Cisabiled v
Price:

Default width: inches

Colar: | 4.00

Duples: | 085

Defaul Size: | a4 w

Check all sizes
Urcheck 2l szes
ot 3l pricas

Digable color detectkion

[ ok || sbbeechen | [ Hile




4.7 Pcounter Administrator

Pcounter Administrator must be I‘ched once to select a domain or computer from where Pcounter

will retrieve the user information.

Please Note

The tag (checkbox) for [Set balances to default values on startup/refresh] must be set. Pcounter
embedded requires balance information (even if it is 0).

% Preferences

@ Gereral | O Global Settings

® Reports/Print Histories

Double Click - User: I::lep.:.-_:it

Double Click - Group/Multiple Users: |Set Balance

Sort userjgroup names: |By narme

Sork Fullnames: |By first word

\

YWigw MetBIOS domains as ADS domains if possible

Show balances on startup/refresh (could be slow For

Set balances to default walues on skartupfrefresh

N
[1=fa)
Defaulk low balance limit: | 0,00 v|
Default free quota: | 0.00 |
It is also possible ko automate setking of defaulk balances
using the Account.exe SETDEFAULT option,
ok | | abbrechen
Attention

Finally the balance for at last one
account (e.g. Administrator) must be
saved manually.

Now the user information files
required by Pcounter embedded
will be created.

®cet Balance: Administratoren

Set Balance For &dministrataren

Enter new balance: I 0

Enter comment: I (MNone)

Schedule: Ir-.l.:.w

hI L L

Day:ll - Time:|12:|:||:|

o]

Cancel |

Madify -«

H
ly
on —

HGHE HGH
= =

\
Ly
[ I N
=

L
E
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5 Preparing the MFP

To run Pcounter embedde for Toshiba EWB needs to be enabled on the MFP.

EWRB is provided by Toshiba. The USB-dongle is named GS-1020.

(3K Gs-1020 3 ﬁ

R

Note
Firmware 111 or higher needs to be installed on the MFP.
(12A for series e-STUDIO4520c und e-STUDIO6530c in combination with ID-GATE V2.0).

5.1 Activate USB Card Reader (TWN3 type)

In case login shall be performed by RFID cards the USB port needs to be enebled to support TWN3
readers.

I Start the MFP in service mode (08)
1 Enter 1772 (3500 at eBridgeX) Press Start-Button
1 Enter 30001 and press the Start-Button (90001 for ID-GATE V2.0)
You now have added the Card reader to TopAccess
1 Pressthe MAIN POWER Button and keep it pressed. MFP will beep and shut down.

1 Start up MFP.




6 Installing Pcounter embedded

To install Pcounter embedded run the installer program setup.exe and follow the installer
instructions.

* Toshiba Pcounter Embedded Setup

TDS H I BA Licensze Agreement

Please reviesw the license terms before instaling Toshiba Poournter
bedded Ermbiedded,

* Toshiba Pcounter Embedded Setup _ Eadlirt,

TOSHIBA

Welcome to the Toshiba Pocounter
Embedded Setup Wizard

This wazard vl guide you through the installation of Toshiba

Peaunter Embedded,
1t is recommended that vou close all othar applications
before starbing Setup, This wil make & possible to update w
relenvant syshem files without having to reboat your
compikar. he check box bedow, You must accept the
. Click, Maxk bo continue,
Click, Mect bo conbinue.,
<Back || Metz | | cancel |
Pcounter
embedded

[ med= || comeel |

Accept the licence agreement and click to Nexté

# Toshiba Poounter Embedded Setup =100 =]

Tns H I BA A tormer version of Poounter embedded was deteched

In case of an update to current Misase stop ruraing sariices
. EBGGater b oo
version of Pounter embedded

make sure that nobody is logged ~ Pkariion
in on any MFP, then stop the Sabup has datecked a farmer version of Peourker embedded.
VDServer service and the Apache T anvodd LOSS OF DATA perfoemn the Follawing steps befiore proceeding,
Tomcat webserver service. 1. Mahs sure no users as loggsd o ko any MFF.
2, Stop the %D5ervar' s2rvice
This will avoide a restart of your 3, Stop the “Apache Tomoat Webserver'
computer after the installation has
com p|eted_ IF you have Followed shove staps, a server restat should not be required.

Toshibo Foauntes Embedoics sl -1

< Back I,[-g:d::- EI Cencel




=101 x|

Tn SH I BA Enter pat number

Enter peet rumber Apache Temest istening
[B€ounter embedaco

¥DServer communicabes with Apache Tomcat wsing TP ports.
Pleese enter the part rumbers o wse end elick Nexk ba centinue.

Tamear Pork number

Fleass enter the pork number where Apache Tamcat listening

Tashia Peounter Embedded w14, 1

< Badk Nk > Canial I

=101 x|

¥ Toshiba Prounter Embedded Setup

TOSHIBA
[BEsinter crmbedici

Choose [nstall Localion
Chaosa the Folder in which to instzll Toshiba Poounber Ermbeddad,

Sebup will instdl Tashiva Peourter Embedded in the Falowing falder, Tainstallin & diferent
Faldet, click Brawse and select anathar Folder, Cidk Blext to continus,

~ Destinatian Folder

Brorsa...

L

i \Program Flesi Toshiba Poounter Embedded

Space required; 90, 4MB
Space avaiehle: 1SGH

Tashiza Poounter Embadded w141

< Back Nexk =

¥ Toshiba Prounter Embedded Sehip

Choose Start Menu Folder
Chaose a Start Menu Folder For the Tashiba Poounter Embadded
shioebouts,

TOSHIBA
[BSSiinter cmbedded

Select the Stark Menu Falder in which vou wauld like bo ereste the prograe’s sharkeats. 'rau
can ako enter 2 nara to oreate a naw folder,

Accessonies

Betivalnterface fer Peountar
ndmintstrative Toaks

Apache Tomcat 6.0
CamZudic

Cartadiz

Cartadis Pay Print Salatian
CAF Doctor

EveryareFrink

¥ Toshiba Pcounter Embedded Satup

Setup el nowe modFfy Bhe Fresal to open follawing TPC-Park:

G060 - Apache Tamczt Webserver

10GED - WDSarwar.

If available use port 8080 (default)

Select installation folder and click to
Next...

Choose start menu folder and click
to Install....

If required, installer will prform
required modifications to the
firewall...



.. and startup VDServer.

Click to Next> once the install is
completed.

¥D Seryer Starker

=
I_@I VDServer & nok running, Do wou wWant bo skart it
g

[ I Abhrechen I

* | Toshiba Peounter Embedded Setup

TDS H I BA Installation Complete

Setup weas complebed successfuly,

WBBGter oo

Complzted
(T T T T T IO T IITIT

Cubput Fobder: C:iProgramme) Toshiba Poounter Embedded ~
Created uninstaler: CHiProgramme] Tashiba Peourter Embeddediurinstal exe

Output Folder: CDokumente und EnstelungentAdministrator, FIRMA1Startmenil Fro. ...
Create shorbeut: C:\Dakument e und Enstelungen &dmiristrstor FIRMAISLatmenid|P. ..
Create shorboue: C2\Dabumente und Ensteliungent Administrator, FIRMA1SEasmend|P. .
Create shorboutt Co\Dokument e und Enstelungen ddministrator FIRMAIDeskioplMa. .
Create shorbout: C2\Dobument e und EnstelungentAdministrator, FIRMS1Startmend|P. .
Create shorbout: C:\Dakument e und Einstelungen & dmiristrator FIRMALSLatmenidiP. ..
Create shorbcut: C2\Dotumente und Enstelungentddministrator, FIRMALStartmendiP. .,
Cutput Fabder: CiProgrammelToshiba Poounter Embedded

Execute: Ci\ProgrammelToshiba Poounker Embedded|VDServer exe

Complated

Pcounter embedded Management is a Web-Application, using JavaScript.

Attention

Microsoft Internet Explorer (up to 7) does not fully support the features required by the Management
application. It is recommended to install another web browser.

If you do not have installed an
alternative browser on your system,
you now can install one ..

..or click Next >

* Toshiba Pcounter Embedded Setup

TD 5 H I B.ﬂ. Webbiowser for Management
WBeGunter cnbcoo

The Management of Toshiba Poounber Embedded is a YWeb application,
Torun it you nesd & Webbrowser,
Disa ko same problems with Intermnet Explorer we recommend ane of Following:

Mazils Firefox since vergon 1.5
Opera since version 9.0
Safarl since varsion 1.0

[ met> || cancel

J




* Toshiba Pcounter Embedded Setup

Completing the Toshiba Pcounter
Embedded Setup Wizard

Toshiba Poounter Embedded has besn instaled on your
compuber.

TOSHIBA

Cick Firesh o close this wizard.
[¥]Bun Toshiba Peounter Embedded
Pcounter
embedded
| <mak || Brish | conee

Done !l

Pcounter embedded for Toshiba is
fully installed.

Click to Finish to terminate the
install process.
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7 Preparing the MFPs
To run Pcounter embedde for Toshiba EWB needs to be enabled on the MFP.

EWRB is provided by Toshiba. The USB-dongle is named GS-1020.

Note
Firmware 111 or higher needs to be installed on the MFP.
(12A for series e-STUDIO4520c und e-STUDIO6530c in combination with ID-GATE V2.0).

7.1 autorun EWB

Newer eBridge firmware versions (since 04/2011) allow to set EWB as priority screen and
automatically start EWB after the user has successfully logged on to the MFP. This will ease to
request for a client code before user selects any other MFP function (copy, scan, fax)

The setting of the priority screen can be performed using code 08-331.
For eBridgeX devices use code 08-9132.

08-331: Default setting of screen
0: COPY <Default>

1: FAX

2: SCAN

3: BOX

4: PRINT

5: TEMPLATE

6: MENU

7:JOB STATUS

8: EWB (New)

99 EWB for eBridgeX

Attention
08-331 can only be set to 8 (EWB) if the EWB setting is enabled.
08-9132 can only be set to 99(EWB) if the EWB setting is enabled.




7.2 LDAP configuration

Logon as fAAdministratordo to the MFP web site
Change to C Administration (‘, Maintenance C Directory Service
Klick to to add a new directory service.

@ Mozilla Firefox =JoEed
Datei Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe
G - & - et L hbtpff192.168.1.112:8080/Def sUltZMATN=ADMINASIB=MATNT - |-,-Tlv P
Meistbesuchte Seiten ’ Erste Schritte 5 | Akkuelle Machrichten | | um | | LinksCS ) Intranet Wb CSwiki “, CS-Lizenzgenaratar E LEQ Deutsch-Englisch... »
J' | '] http://192.168....ADMINESUB =MAINT |T| F
m e-Filing
Abmelden
Gerat Auftrage Protokolle Registrierung Zahler Benutzerverwattung Administration
Wartung

Verzeichnisdienst-Eigenschaften vewsichnisdienstListe

[ Zurucksetzen ][ Entfernen ]

*Erforderlich

*Mame des Verzeichnisdienstes Prounter Embedded|

*|P-Adresse des Servers 192.168.1.35

*Part 103849

Authentifizierung fir SASL Autom. M

Suchbasis de=cs.do=local

Benutzernarne uid=pcounter_admin,do=cs,do=loc
Kenrwrart asssssss

Zeiflimit filr die Suche SM

(TopAcce

Fertig
*Directory Service Name Enter a name for the new directory service -
e.g. Pcounter embedded
*Server IP Address Enter the IP address of the Pcounter Server.
*Port Number Enter Port 10389
Authentication Select "Auto”
Search Base Enter dc=cs,dc=local
User Name Enter uid=pcounter_admin,dc=cs,dc=local
Password Enter the default password pc00Otosh
Search Timeout Select 5
SSL Disabled (at eBridgeX)
SSL-Port 636
Note

In rare cases the log in lasts over 10 seconds with the setting Authentication = fiAutoa Change the
value to fisSimple Bindothen.




7.3 Role Based Access (RBAC)

To enable the administration of MFP access permissions for users and/or security groups the
RBAC.xml file must be uploaded to each MFP. This file contains all user roles required.

Change toc User Managementc User Confirm/Create/ModifyC Role Information

@ Mozilla Firefox -Jo&d

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

- C - 0 (o [ nttpyi192.168.1.112:8080/Default?MAIN=LISERMGMT &SLIE=CONFCREATEDIT - Ev Goagle ,":)|
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J' | '] http://192.168.1...B=CONFCREATEDIT |T\ F
m e-Filing

Abmelden

Pratokalle

Auftrage Registrierung

Benutzerverwaltung Administration

Benutzer Priifen/Erstellen/Andern

Liste derElenuizerinformationen| Funktionsinformation | Abteilungsverswaltung Exportiimport

RBAC Setting Sample

Befugnizs Einstellungen Kopieren E-Mail  |File Share InternetFax Drucken e-Filing Fax Farbausgahe Remote Scan
Acdministrator Loy} Loy} Loy} O Loy} Loy} Loy} Loy} Loy} Loy}
Manacer CFF CFF Loy} QFF Loy} CFF CFF Loy} CFF Loy}
ColorUser CFF CFF CFF QFF CFF CFF CFF CFF Loy} CFF

Zuriick zu Anfang der Seite

CORFORATION Al Rigl
Fertig

Click to Export/Import @ Funktionsinformation Export - Mozilla Firefox - /|2 m

I: |j htkp:/f192,168,1.112: 8080, TopAccess/UserManagement/Confirm_Create_Edit/RoleInfo) ’f:f|

Export/lmport
Select Import

Export | |mportieren

Export (Funktionsinformation)

Dateiname CurrentRBAC xml

Dateigrilie 11236

Erstellt am THU AUG 13 14:22:28 2009

ﬁ Funktionsinformation Importieren - Mozilla Firefox i E

Select the file I: |j http: /192, 168,1,112;8080/ TopAccessUserManagement fConfirm_Create_Edit/RoleInfofRaleInfolmpo.] ﬁ|
RBAC_pcounter_embedded.xml ||
and click to Import Export/import
By default the .xml file is located in Export | Importieren
the install directory Importieren {Funktionsinformation)
CZ\PI’Og ram files\Toshiba Dateiname |C:\D0kumente und Einstellungen\urr" :Durchsuchen..: ” Importieren

Pcounter Embedded\

Fertig




The MFP website should now look like below..
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05HIBATEC CORPORATION Al Rights R
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Role Based Access (RBAC) for eBridgeX devices

To enable the administration of MFP access permissions for users and/or security groups two .xml
files must be uploaded to each MFP. These files contain all user roles required.

Change to C User Managementc Export/lmportc Import
TopAccess et

Export/import
£x21 | Wmporteres

Benvtrenatormanos.
Datename [ Duchauchen. | impossersn |

— —

Export (LDAP Funbtoss vwersung)
Datename

At Combined (User Information + Role + Group) you have to import the .xml file
USER_ROLE_pcounter_embedded _eB-X.xml and after this import at LDAP Role
LDAP_pcounter_embedded_eB-X.xml



By default the .xml files are located in the install directory c:\Program files\Toshiba Pcounter
Embedded\

The website at User Management C Role Management should now look like below:

§

Funktionsmanagement nn.lm




7.4 enable LDAP

In the next step LDAP needs to be enabled, so Pcounter can authenticate User login and control the
MFP.

Change to C User Managementc Authentication

Click to |User Management Setting |

@ Mozilla Firefox ==}
Datei Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe
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Abmelden
Auftrage Protokolle Registrierung | Benutzerverwaltung Administration
Authentifizieruna fiir SASL
S
Authentifizierung fiir SASL
Abteilungseinstellung
Aktuelle Einstellung
Abteilungscode Deaktiviert
Abteilungscode erforderlich Deaktiviert
Benutzerverwaltung Einrichten
Aktuelle Einstellung =
Benutzerauthentifizierung Aldiviert
Benutzeranmeldung erforderlich Drucken
Methode LOAP Suthentifizierung
LDAP Server Pcourter Embedded 35
Benutzerinformation werden automatizch .
Deaktiviert
erzeugt
Rollenbasierter Zugriff Aldiviert
ILDAP Server Poourter Embedded 35
Authertifizierung mit Karte Aldiviert
ILDAP Server Poourter Embedded 35
Benutzeranmeldung fiir 'Scan to e-ail'
- w

SHIBATEC CORPORATION Al Righr

Fertig

Now follow the instructions of User Management Setting...

18 Lo Wanagemasd Saiting - Uezilla Flaafos = EE

I = — ————
Select User Management Setting
LDAP Authentication

Lkagr Batheniicatian LOWF Autharnticaion -

Select ON fo r AUser Aut hle ntuhaCo@uladnO Non  w
Enf orcment o

o e Lk vl ol o ALoen sl g
& Enshie Guest Uz

Card 00 i Lkaind as Lhed b
nitiakang uzar dats is re quired]

Click to [Next ]..




& Usor Managemant Setting - Mozilta Firefox =

Now, select the LDAP server M o P =
created for Pcounter. _
(Pcounter embedded) User Management Setting

[ Cancel | [ Finish |[ Datmil Satting |

LIBAP fartfssartication Setiimg
Enable :
LDAP Server (Other than “g‘:ﬂ:::; - Peourier Embaddoed #38 )
Windows Server) ELDAP Samver (Other TiEn YRGS Sanei

Adrbaie ype of Usar Mame' uid
.andenter uid f or AAttiri bute
type of User nameo.

Fertiy
Click to | Detail Settings |
& User Management Setting - Mozilla Fircfox oE
1 hitpyif192.168.1.112:8000] Tophocessisermanagement fthenbcationiserauthentication | 7
) User Management Setting
Role Based Access Setting: Enable
LDAP Server: select the Pcounter Biole Based Access Sefting
embedded Server. Rose Based Arzass Enabls |
LDWF Sarer Frounter Embecdad 235 [
Fertiy

Clicken to [Next ].

In case a Cardreader is connected to the MFP and the CartReader configuration (08 menue) is
activated the Card Authentication Setting appears.

LDAP Server: Select the Pcounter
Server

Click to [Next ]..

& Usor Managemant Setting - Mozilla Firafox Lok
17 httpuff152. 168,112 B0/ Topccess Usemanagementiuktrentication/ iserAuthenticabior Feicaiis | |
User Management Setting
(o) ()
Cand Authentication Setting
LDWP Server Faurter Embedded. 235 ]
Fertiy




Select: Setting Address is searching from 'User Name' of LDAP.

Attribute type of 'User Name": uid

Mail Domain Name: your Email-Domain-Name

1@ User Management Setting - Mozilla Firefox =) *]
UL httefrase.168.1,11 28080 TopsooessiUsrmanagemerk fduthertication Userduthertication/ SetMethodaddr Field [ Hem o, |
[

User Management Setting

Setting method of From Adiress Tield.
L4 Safling Address 15 User Mame = @ + Mail Dormain Marma’

Mail Domain Mams

0] Safling Address is searching from Usar Name' of LDAP.

wMore Infrmalien
LOAF Server [Frounter Embedded 238 3
uidl

Aftribute bpe of User Name'
[firmaintra

all Dormaln Marme

) Fram Address is acquired from Email sefing.
*From Address registered by what Email Seffing is used,

[#] From Address cannot B edited in Scan to Email.

Setting method of From Name field
[ setting rame is Becount Mame of From Address » From Mame of Email Setiing’ [l

Festig

Click to to save the current settings.

Enable LDAP for eBridgeX devices
In the next step LDAP needs to be enabled, so Pcounter can authenticate User login and control the

MFP.



Change to C Administration C Security
TopAccess e-Filing

Abmeiden

Sicherheit

Sicherheit
fur SASL | Zertfikat

Speichern | Abbrechen

Abtedungsverwalung (Scan) Aktivient
Benutzerauthentifizierung Akivient -
Benutzeranmekiung erforderich Entdernen -«
Freigabe bei Deaktiviert ~
Gastanwender Akiveren
Authentifizierung Typ LDAP Authentfizierung
LDAP Server Embedded_229
Windows Sorver
* LDAP Server (Andere als Windows Server)
Altributtyp von ‘Benutzername’ uid
Rollenbasierte Zugriffssteuerung
Funktionszuweisung Gber LDAP-Server Aktviet  ~
LDAP Server Embedded_229

Card Authentifizierungs-Einstellung
LDAP Server Embedded_229

At User Authentication Setting do the following:

User Authentication c Enable

Authentication failed print job/Raw print job C Delete

Auto Release on Login C Disable
Authentication Type C LDAP Authentication
LDAP Server C Choose your server
LDAP Server (other than windows server) -

Attribute type of fAUsdr Name duid

Role Based Access Setting -

Role Based Access using LDAP Server C Enable

LDAP Server C Choose your server
Card Authentication Setting -

LDAP Server Choose your server

Attention
Don’t forget to save the settings. Click to | Save | at the top of the websit.




7.5 EWB Setting

Change to C Administrationc Setup
Scroll down to the i E WS8ettingdsection

@ Mozilla Firefox =
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EWE Einstellung
Standardseite hitp:/192.168.1.35:8080 0shiba/dey

Server Registrierung hitp:/192.168.1 .35:BDBDg‘tDshibajdev{

[ Hinzufiigen ][ Enffernen

]

Serveradresse
hittp:if192.1658.1 .224:5080/Toshiba_IMindex jsp

o

& TOSHIBATEC CORFPORATION Al Rights Reserved.

Fertig

Entert the following URLtothethe f i | eds AdDednadulfiSePrageer Regi strationo

http://Pcounter_Server_|P:8080/toshiba/dev.

Click to

Attention
Don’t forget to save the settings. Click to | Save | at the top of the websit.

The MFP is now prepared to work with Pcounter embedded.



7.6 EWB Setting for eBridgeX devices

Change to C Administrationc Setupc EWB
TopAccess e-Filing

Abmeiden

Setup
Asgemein | Netzwedk | Kopierer | Spexchern ais Datel | E-Mad | InternetFax | Druckerie-Fing | Drucker | Druckdienste | ICC Profi | PDLFitler | EWB | ODCA | Version

| Speichem | | Abbrechen |

Embedded Web Browser
Home Page Einstellung
Home Page: hep://192.168.1.229:8080%0shiba/dev

[ 1 Serveradresse |
[ o |rep 192 168 1 229 80800shbadev |

URL Liste fur MenGblidschirm
 Hinzufogen | = Entfemen
[t [Name. i3 ]

Enter the following PdRdh amdtm®erfvel dRedHomeati on

http://Pcounter_Server_IP:8080/toshiba/dev.

Click to

Attention
Don’t forget to save the settings. Click to at the top of the websit.

The MFP is now prepared to work with Pcounter embedded.

Sett
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8 Pcounter embedded Management

The following instructions will guide you step-by-step through the configuration of the Pcounter
embedded. Pcounter embedded Management is a web based service and can be performed from any
computer in your site.

Note

Some settings can not be performed from a remote client. Pcounter embedded Management needs to
be launched locally on the Pcounter server.

Open a webbrowser and enter the URL http://Pcounter_Server_IP:8080/toshiba/

At first startup you will be prompted to accept the licence agreement.

TOS""BA Pcounter embedded

ver0.0.4

2009 1

LIZENZBEDINGUNGE!

WICHTIG - SORGFALTIG LESEN

Endbenutzerlizenzvertrag zwischen Control Systems GmbH & Co. KG, im folgenden CS genannt, und dem Endbenutzer
Gber die Nutzung von Softwareprodukten sowie alle zugehdrigen Matenalien im gedruckten, alektronischem oder
Online-Format. Mit threr Annahme dieses Vertrags ergeben sich fur Sie sowie fur CS Pflichten und Rechte, die im
Folgenden beschrieben sind:

1. Installation und Nutzung.

CS raumt lhnen als Einzelperson eine personliche, nichtexklusive Lizenz ein, Kopien des Softwareprodukts zu erstellen
und zu verwanden. Im Rahmen der zur Yerfugung stehenden Funktionen kénnen Sie alleinig diese Software zeitlich
unbeschrankt zu dem vorgesehenen Zweck verwenden, sofarn die Nutzung nicht gesetzesfeindlich ist. Sie konnen
Kopien des Softwareprodukts in unbegrenzter Anzah er Fast,

=14 - ARS Gel IMarrere - - LE - - e

dingungen,

Select the platform/versin of your Pcounter PRO Server.

TOSH'BA Pcounter embedded

wver .04

TEONMFIGURATION VOR

Bitte wahlen Sie die Pcounter PRO DLL

(= poounter fir Windows: verwendaet pocounterNTacet.dll
O Peounter fir Novell: verwendet pocounteriDSacct.dll

Poounter Gateway konfigurieren (nur moglich am localhost)

Bitte geben Sie ein Passwort ein

Passwort: |
Passwort wiederholen: |

Enter a password for Pcounter embedded management.

Press to lauch the Pcounter Gateway Configuration. This will only work on the local
Pcounter server.




8.1 General Settings

Here you have access to some general settings that need to be done.

8.1.1 Settings A Pcounter

In this menu the Pcounter PRO DLL can be selected according the Pcounter version / environment
(Windows or Novell). The Pcounter Gateway configured (accessible on local system only) can be

modified if required.

=10l x|
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TOSHIBA

settings

Pcounter

Pcounter embedded

verl.9

17.05,2011 1t

Applcation

EWB Terminal-Login

only on |

thost)

Accounting

W wwrite filename of print job to Pcounter.log
Qlient codes

User permissions

Management

[]

The Button fiShow dialogowill open the Pcounter
accounting configuration window.

Select the Pcounter Data server (by default this is the local
Pcounter server)

Select if the filenames of the print jobs shall be logged to
PCOUNTER.log file or not.
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8.1.2 Settings A Applikation

— = = = @
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€ ) ‘,Q hitp://192168.1 ionid=2002300618092C27522AC2E9D73357DD <G g~ Goog Pl |E-

| @ Toshiba Pcounter Embedded v1.9.0

TOSHIBA

CHANGE SETTINGS

Pcounter / Server
Application

EWB Terminal-Login
Accounting

Client codes

User permissions

Management

settings

[¥] Allow card selfassignment
[ Keep job stored after printing (not when QuickPrint is enabled)

,TE Decimal places for viewing of balance, limit, job prices etc.

Ad : Regular paper format
|A3 : Large paper format

Max. print job size for preview | 50000 k8

Pcounter embedded

ver 1.9.0

18.05.2011 09:41:38

Pcounter Auth
This options are available only when LDAP servers are active
use Pcounter authentication at first
I use Pcounter authentication at last
do not use Pcounter authentication

enable TeamPrint (available only when LDAP servers are active)
disable SNMP Trap Accounting for print jobs

Controf Systems GmbH & Co KG

Allow Card selfasignment

If selected a new card with unknown card ID will be assigned to the user.
The user has to change to EWB site to perfom the Card selfassignemt.

Keep Jobs after printing (not with

QuickPrint)

If this option is selected, print jobs will not automatically be removed from Pcounter server, after being

printed.

Attention

In case QuickPrint is activated for a MFP Jobs will always be deleted after print.
Jobs will always be deleted after the auto-delete time (setup in Pcontrol) has expired.

Decimal setting..
Select the number of decimals acco

Paper format

rding the Pcounter settings.

Internally the MFP only knows 'regular' and 'large’ paper. Here you can select the paper formats that

are linked to ‘regular' and 'large’.

Max. print job size for preview

Depending the size of the print file, generating the preview may take some time. By default the file

size is limited to 50.000 kB (50 MB).
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Pcounter Authentication

Hint
This section gets accessible only if a LDAP server is configured and activated in the LDAP settings
tab. See also chapter "LDAP settings"

In case the authentication of users to one (or more) additional LDAP server is enabled you can select
the sequence of authentiation here.

By default the application tries to authenticate the users against Pcounter first. In case this fails the
query is forwarded to the additional LDAP server(s).

MFP |::> Pcounter AD./
Embeded eDirectory
;:> LDAP server 1

The TeamPrint function of Pcounter embedded is able to
determine the print jobs of other users belonging to the
same group(s) as the user that actually is logged in.

Enable TeamPrint

By default Pcounter embedded is checking all groups a
given user is belonging to.

Example:
User _1 (member of group A) is logged in:

He now has access to the Jobs of users User_1 (himself),
User_6 and User_7

User_4 (member of groups B & C) is logged in:
He now has access to the Jobs of users User_3, User_4 (himself),
User_5, User_6, User_7, User_8 and User_9

User_7 has access to all jobs.

Attention

To use TeamPrint functionality additional LDAP setting needs to be configured to retrieve e.g. group
membershib of the users (even if the application is running in a sole Active Directory environment.)
In this case user import must not be configured.

Please refer to the LDAP settings section for furhter information on it’s configuration

Disable SNMP Trap accounting for print jobs

By default the MFPs are configured by Pcounter embedded to provide accounting information via
actively sending Trap messages to the server. The Trap-message includes the username that
originally created the job.

In case you are using TeamPrint or users change the job owner via Pcounter PopUp the job’s
username might not match the user logged in to the MFP.

Tip
disabling SNMP Trap accounting will return to SNMP polling mode. All jobs released will be charged to
the user that is currently logged in, independent the original job-owner.




8.1.3 Settings A EWB Terminal-Login

The EWB Terminal-Login provides a user login when the EWB browser is launched.

It is intended for a sole Pull Print environment (DocuAnywhere) where the MFP-built in login
(configured in TopAccess) for the general use of the MFP (e.g. for copy and scan) is not
enabled/required.

The general use (for copy, scan, etc.) of the MFP is allowed without user authentication. Users only
need to login if they want to retrieve their print jobs from the Pcounter server.,

Attention

If reqular LDAP-Authentication of the MFP is used, EWB-Login must not be enabled.

When EWB PPT is enabled, the accounting feature of Pcounter embedded is stopped. This means
Pcounter embedded does not track copies, scans, prints.

In case print shall be tracked, this needs to be enabled in A Pcontrol A Pcounter configuration of the
appropriate printer.
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devices/prices B | settings 'LDAP settings
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CHANGE SETTINGS

Pcounter / Server [ Activate EWB Terminal login. (Only active if MFP built-in authentication is disabled)
| Application when EWB Terminal login is activated, the accounting for copy, scan and fax will be
L turned off and disabled

EWB Terminal-Login . E
I —EWB login mode

Accounting 19 Login with user name
A Chent couas Log!n w!th user name and password
) Login with ID
| User permissions (") Login with ID and PIN

' Login with ID on numeric pad
LR Auto-login | disablad .

Show ID as ****

Control Systems GmbH & Co KG

[ ] activate EWB Pull Print Terminal
This option will enable the EWB PPT function. Once you click to the activate, accounting for print,
copy, scan, fax will be disabled.




Lopgin type
This will define the type of login data the users have to enter to access the EWB Pull Print Terminal.
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[ Juser name
[ Juser name and password
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Users need to enter their Username / Username &
Password to login.
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[ 11D (alpha)
[ 11D (alpha) and PIN

Users need to enter their ID / ID & PIN to login.
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[ 11D (numerical)
auto-login [ after n. digit ]
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In case the ID is numerical only. IF all IDs are of the same E=
length, auto-login can be used so the users don’t need to
confirm the ID by pressing OK — . =

[ 1T show ID as ****

This option will enable the secure entry of the ID.

>

Attention
The EWB Pull Print Terminal does not support login with cards !

Attention
Make sure to re-enable accounting when EWB Pull Print Terminal is deactivated.




8.1.4 Settings A Accounting
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CHANGE SETTINGS |

Pcounter V| Activate Accounting for printing

"} Do accounting for each print job individually (slower)

|¥] Activate Accounting for copying
EWB8 Terminal-Login vl Acti A ing for

Application

Accounting V] Use low balance limit

7 .
Client codes [v] Allow login at zero balance

[¥] check balance after print job selection
User permissions

Management
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This menu defines the general accounting method of Pcounter embedded. You are able to switch
on/off accounting for printing, copying and scanning.

[ ] Do accounting for each print job individually
This option is required if
- each print job needs to be tracked individually
- client codes are assigned to each print job
- user’s balance should not go negative due to print release

[ ] Use low balance limit

This option defines if the user’s 'low balance limit' is taken into account on calculating his available
balance or not.

E.g. if a user has a balance=5 and a low-balance-limit=4 he will not be able to release jobs that cost
more than 1, if this option is selected.

In case this option is not selected, the low balance limit can be used for other purpose (e.g. email
notification that balance is going low)

[ 1 Allow login at zero balance
If this option is selected, the users will be able to login, even if their available balance is 0. This option
is useful in "accounting only" environments.

[ 1 Check balance after print job selection

If this option is selected, Pcounter embedded is calculating the total session cost by adding the
selected print job cost.

Attention
A proper price setting of the pull queue is required!




8.1.5 Settings A Client Codes

Here you can select the how Pcounter embedded shall support Client Codes.
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CHANGE SETTINGS

# Pcounter / Server [¥] Enable client codes for Copy and Scan at MFP
[¥] Enable client codes for Print at MFP

I”] Show only user assigned client codes

EWB Terminal-Login |"| client code only from list

[_] Allow empty client code

[T} Allow subcodes

Application

Accounting

Client codes

|”| Enable numeric client code search by keypad at MFP (only eBridgeX)

User permissions

Management
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Enable Client codes for Copy and Scan at MFP

Enable Client codes for printing at MFP

This option enables the Client code entry in the Extension Menu. The user can select from a client
code list or enter the client code via the embedded keyboard

Show only user assigned client codes
This option will only show the client codes that have been assigned to the user’s account. Use
Pcounter Administrator to assign client codes to a user account.

Client codes only from list
If this option is selected, the client codes must be 'member’ of the Pcounter client code list.

Allow empty client code
If checked, the client code entry can be optional (stay blank)

Allow subcodes
In case subcodes are associated to client codes, the user gets prompted to enter/select a subcode.

Enable numeric Client Code search
This option allows to use the numeric hard keys for searching a numeric client code. Each keystroke
will reduce the list of 'matching' client codes.

Attention
The entry of client codes for copying/scanning is voluntarily. Users need to switch to A Menue A
Extension to select/enter the client code.

Tip

To 'force' users entering a client code / subcode it is recommended to make EWB the default screen
after login. Therefore change the setting of 08-331 from "0" (Copy) to "8" (EWB). For eBridgeX devices
you have to change the settingof08-9132 from A00 (Copy) to fig9o

((EwB)




8.1.6 Settings A User permissions

Pcounter embedded allows setting different levels of access rights to users. E.g. "ALL" users are
allowed to print, copy and scan.

The user "guest” is only allowed to do B&W copies. He's not allowed releasing print jobs or doing
scans.

In this menu User permission templates can be administered.
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Pcounter List of all stored user permission templates
Hint: Click on the to edit ible only on

Application ; % i 2
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EWB Terminal-Login == default X
new

Accounting
Client codes
User permissions

Management
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Click on "default" to edit the default User permission template.
Clicking on "new" allows crating a hew permission template.

Note
Modifying permission templates can only be performed on the local Pcounter embedded server.
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Clicking on the template name will open

the Permission form.

Now you can add
users or security
groups.

Double click to the
user and tag/untag his
permissions.

* Device permissions: defaultmyDefault

O Access permissions l

Object ‘ Permissions

2a* AllUsers * 4l Features allowed
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v Colar copy/print job release
v Elack copyfprrk job release
v Fax
v Scan

M Peakures g

Remove object

brechen

Hint

Access permissions can also be assigned to Active Directory (A.D.) security groups.

User permission templates can be individually assigned to each MFP.

Therefore change to the device list and tag the desired MFPs.
Then select C Extras C assign user permissions template.
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Assigning user permission
template 3 devices in the list

| standard light
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8.1.7 Settings A Management

Language settings
Here you can select the language setting for Pcounter embedded management and the MFP display
messages.. (Web application only)

Look and feel settings

The appearance of Pcounter embedded management is defined by .css files. You can create your
own .css and select it from the pull down. The location of .css files needs to be
C:\Programme\Apache Software Foundation\Tomcat 6.0\webapps\toshiba\css.

Loglevel
Select the level of details logged to daily Pcounter embedded log files. The log are located in
\<INSTALL_DIR>\log\JJJIMMTT\ .

Password
Here the password for Pcounter embedded Management can be changed



